
[DoS Attack: TCP/UDP Chargen] from source: 71.6.232.5, port 59687, Monday, January 11, 2021 19:49:40 
[DoS Attack: ACK Scan] from source: 162.125.19.131, port 443, Monday, January 11, 2021 19:48:56 
[admin login] from source 192.168.1.18, Monday, January 11, 2021 19:48:09 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 19:45:00 
[DoS Attack: ACK Scan] from source: 162.125.19.131, port 443, Monday, January 11, 2021 19:44:00 
[DoS Attack: ACK Scan] from source: 162.125.19.130, port 443, Monday, January 11, 2021 19:42:45 
[DHCP IP: 192.168.1.5] to MAC address dc:f7:56:e0:57:76, Monday, January 11, 2021 19:33:39 
[DoS Attack: ACK Scan] from source: 162.125.19.131, port 443, Monday, January 11, 2021 19:30:56 
[DoS Attack: ACK Scan] from source: 162.125.7.17, port 443, Monday, January 11, 2021 19:30:38 
[DoS Attack: ACK Scan] from source: 162.125.7.12, port 443, Monday, January 11, 2021 19:29:38 
[DoS Attack: ACK Scan] from source: 152.199.5.24, port 443, Monday, January 11, 2021 19:28:50 
[DoS Attack: ACK Scan] from source: 72.21.91.29, port 80, Monday, January 11, 2021 19:27:08 
[DoS Attack: RST Scan] from source: 46.137.121.4, port 443, Monday, January 11, 2021 19:26:01 
[DoS Attack: ACK Scan] from source: 17.248.241.78, port 443, Monday, January 11, 2021 19:25:59 
[DHCP IP: 192.168.1.31] to MAC address 80:91:33:2d:ef:37, Monday, January 11, 2021 19:25:57 
[DoS Attack: SYN/ACK Scan] from source: 146.59.233.77, port 443, Monday, January 11, 2021 19:25:28 
[DoS Attack: SYN/ACK Scan] from source: 146.59.233.77, port 443, Monday, January 11, 2021 19:25:04 
[DoS Attack: ACK Scan] from source: 162.125.19.131, port 443, Monday, January 11, 2021 19:23:18 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 19:22:23 
[admin login] from source 192.168.1.18, Monday, January 11, 2021 19:20:50 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 19:12:35 
[DoS Attack: SYN/ACK Scan] from source: 146.59.233.77, port 443, Monday, January 11, 2021 19:12:09 
[DHCP IP: 192.168.1.7] to MAC address 30:59:b7:b2:1d:f2, Monday, January 11, 2021 19:11:10 
[DoS Attack: Ping Sweep] from source: 1.173.75.228, Monday, January 11, 2021 19:10:10 
[DHCP IP: 192.168.1.7] to MAC address 30:59:b7:b2:1d:f2, Monday, January 11, 2021 19:09:09 
[DoS Attack: ACK Scan] from source: 13.109.221.131, port 443, Monday, January 11, 2021 19:06:42 
[DoS Attack: SYN/ACK Scan] from source: 51.222.10.95, port 30120, Monday, January 11, 2021 18:57:41 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 18:54:40 
[DoS Attack: ACK Scan] from source: 44.242.133.132, port 443, Monday, January 11, 2021 18:46:15 
[DoS Attack: SYN/ACK Scan] from source: 138.128.142.91, port 443, Monday, January 11, 2021 18:45:16 
[DoS Attack: Ping Sweep] from source: 142.93.146.198, Monday, January 11, 2021 18:44:10 
[DoS Attack: SYN/ACK Scan] from source: 185.31.223.96, port 80, Monday, January 11, 2021 18:42:18 
[DoS Attack: ACK Scan] from source: 13.109.221.131, port 443, Monday, January 11, 2021 18:36:42 
[DoS Attack: ACK Scan] from source: 162.125.19.131, port 443, Monday, January 11, 2021 18:35:26 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 18:32:35 
[DoS Attack: SYN/ACK Scan] from source: 45.154.252.109, port 50002, Monday, January 11, 2021 18:28:44 
[DHCP IP: 192.168.1.7] to MAC address 30:59:b7:b2:1d:f2, Monday, January 11, 2021 18:26:36 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 18:24:46 
[DoS Attack: SYN/ACK Scan] from source: 45.154.252.108, port 50002, Monday, January 11, 2021 18:24:06 
[DHCP IP: 192.168.1.7] to MAC address 30:59:b7:b2:1d:f2, Monday, January 11, 2021 18:24:06 
[DHCP IP: 192.168.1.7] to MAC address 30:59:b7:b2:1d:f2, Monday, January 11, 2021 18:22:43 
[DoS Attack: ACK Scan] from source: 162.125.19.131, port 443, Monday, January 11, 2021 18:19:55 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 18:19:54 
[DoS Attack: ACK Scan] from source: 162.125.19.131, port 443, Monday, January 11, 2021 18:18:56 
[DoS Attack: Ping Sweep] from source: 3.25.192.134, Monday, January 11, 2021 18:15:13 
[DoS Attack: SYN/ACK Scan] from source: 51.210.150.20, port 22, Monday, January 11, 2021 18:15:07 
[DoS Attack: SYN/ACK Scan] from source: 45.154.252.116, port 50002, Monday, January 11, 2021 18:14:24 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 18:12:46 
[DoS Attack: ACK Scan] from source: 13.109.221.131, port 443, Monday, January 11, 2021 18:06:42 
[DoS Attack: ACK Scan] from source: 162.125.19.131, port 443, Monday, January 11, 2021 18:03:36 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 17:59:59 
[DHCP IP: 192.168.1.7] to MAC address 30:59:b7:b2:1d:f2, Monday, January 11, 2021 17:59:13 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 17:57:27 
[DHCP IP: 192.168.1.7] to MAC address 30:59:b7:b2:1d:f2, Monday, January 11, 2021 17:54:09 



[DoS Attack: SYN/ACK Scan] from source: 45.154.252.109, port 50002, Monday, January 11, 2021 17:50:01 
[DHCP IP: 192.168.1.5] to MAC address dc:f7:56:e0:57:76, Monday, January 11, 2021 17:48:06 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 17:47:44 
[DHCP IP: 192.168.1.3] to MAC address bc:e9:2f:7a:3d:ab, Monday, January 11, 2021 17:47:40 
[DHCP IP: 192.168.1.10] to MAC address 00:fc:8b:32:5d:fa, Monday, January 11, 2021 17:47:36 
[DHCP IP: 192.168.1.2] to MAC address 10:ce:a9:fd:da:bd, Monday, January 11, 2021 17:47:36 
[DHCP IP: 192.168.1.18] to MAC address a4:83:e7:5f:f3:2b, Monday, January 11, 2021 17:47:36 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 17:46:40 
[DoS Attack: SYN/ACK Scan] from source: 51.77.56.142, port 111, Monday, January 11, 2021 17:46:30 
[admin login] from source 192.168.1.18, Monday, January 11, 2021 17:46:08 
[DoS Attack: ACK Scan] from source: 104.244.42.200, port 443, Monday, January 11, 2021 17:42:11 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:41:50 
[DoS Attack: ACK Scan] from source: 35.174.84.1, port 443, Monday, January 11, 2021 17:41:38 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:41:21 
[DoS Attack: ACK Scan] from source: 35.174.84.1, port 443, Monday, January 11, 2021 17:41:01 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:40:20 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:39:26 
[DoS Attack: ACK Scan] from source: 162.125.19.131, port 443, Monday, January 11, 2021 17:39:22 
[WLAN access rejected: incorrect security] from MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:39:
10 
[DoS Attack: ACK Scan] from source: 162.125.19.9, port 443, Monday, January 11, 2021 17:39:07 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:38:23 
[DoS Attack: ACK Scan] from source: 104.17.108.108, port 443, Monday, January 11, 2021 17:37:36 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:37:36 
[DoS Attack: SYN/ACK Scan] from source: 51.210.150.20, port 22, Monday, January 11, 2021 17:37:32 
[DoS Attack: ACK Scan] from source: 44.235.46.95, port 443, Monday, January 11, 2021 17:37:28 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:37:21 
[Time synchronized with NTP server] Monday, January 11, 2021 17:37:15 
[Internet connected] IP address: 66.216.232.64, Monday, January 11, 2021 17:37:12 
[WLAN access rejected: incorrect security] from MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:37:
06 
[admin login] from source 192.168.1.18, Monday, January 11, 2021 17:35:38 
[admin login failure] from source 192.168.1.18, Monday, January 11, 2021 17:35:02 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:34:08 
[WLAN access rejected: incorrect security] from MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:34:
02 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:32:56 
[DoS Attack: ACK Scan] from source: 183.108.14.25, port 15465, Monday, January 11, 2021 17:29:28 
[DoS Attack: RST Scan] from source: 185.249.199.182, port 35612, Monday, January 11, 2021 17:27:00 
[DoS Attack: ACK Scan] from source: 162.125.19.131, port 443, Monday, January 11, 2021 17:27:00 
[DoS Attack: SYN/ACK Scan] from source: 207.180.238.171, port 22, Monday, January 11, 2021 17:25:13 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:23:08 
[WLAN access rejected: incorrect security] from MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:23:
00 
[DoS Attack: SYN/ACK Scan] from source: 45.154.252.107, port 50002, Monday, January 11, 2021 17:20:23 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 17:19:56 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:16:21 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:14:21 
[DHCP IP: 192.168.1.18] to MAC address a4:83:e7:5f:f3:2b, Monday, January 11, 2021 17:13:14 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:12:40 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:12:16 
[DHCP IP: 192.168.1.5] to MAC address dc:f7:56:e0:57:76, Monday, January 11, 2021 17:12:10 
[WLAN access rejected: incorrect security] from MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:12:
08 



[DHCP IP: 192.168.1.10] to MAC address 00:fc:8b:32:5d:fa, Monday, January 11, 2021 17:12:05 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:12:01 
[DoS Attack: ACK Scan] from source: 52.86.27.144, port 443, Monday, January 11, 2021 17:10:34 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:10:32 
[DoS Attack: ACK Scan] from source: 52.86.27.144, port 443, Monday, January 11, 2021 17:10:00 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:09:54 
[WLAN access rejected: incorrect security] from MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:09:
37 
[DHCP IP: 192.168.1.5] to MAC address dc:f7:56:e0:57:76, Monday, January 11, 2021 17:09:17 
[DHCP IP: 192.168.1.5] to MAC address dc:f7:56:e0:57:76, Monday, January 11, 2021 17:09:11 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 17:09:10 
[DHCP IP: 192.168.1.4] to MAC address f4:e1:1e:03:68:61, Monday, January 11, 2021 17:09:09 
[DHCP IP: 192.168.1.3] to MAC address bc:e9:2f:7a:3d:ab, Monday, January 11, 2021 17:08:56 
[DHCP IP: 192.168.1.15] to MAC address 54:60:09:be:79:56, Monday, January 11, 2021 17:08:43 
[DoS Attack: ACK Scan] from source: 162.125.19.131, port 443, Monday, January 11, 2021 17:08:42 
[DoS Attack: ACK Scan] from source: 17.167.192.225, port 443, Monday, January 11, 2021 17:08:39 
[DHCP IP: 192.168.1.10] to MAC address 00:fc:8b:32:5d:fa, Monday, January 11, 2021 17:08:37 
[DHCP IP: 192.168.1.18] to MAC address a4:83:e7:5f:f3:2b, Monday, January 11, 2021 17:08:37 
[DHCP IP: 192.168.1.2] to MAC address 10:ce:a9:fd:da:bd, Monday, January 11, 2021 17:08:37 
[Initialized, firmware version: V2.5.1.16] Monday, January 11, 2021 17:07:58


