


15:12:22.181 -- Sending PUSH_REQUEST to server...

15:12:22.819 -- AUTH_FAILED

15:12:22.820 -- EVENT: AUTH_FAILED

15:12:22.823 -- EVENT: DISCONNECTED

15:12:22.824 -- Tunnel bytes per CPU second: 0

15:12:22.824 -- -—-- OpenVPN Stop -----

15:13:14.898 -- ----- OpenVPN Start -----

15:13:14.899 -- EVENT: CORE_THREAD_ACTIVE

15:13:14.900 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY

15:13:14.900 -- Frame=512/2048/512 mssfix-ctrl=1250

15:13:14.900 -- UNUSED OPTIONS
5 [resolv-retry] [infinite]

6 [nobind]

7 [persist-key]

8 [persist-tun]

10 [verb] [3]

15:13:14.900 -- EVENT: RESOLVE



15:13:14.902 -- Contacting 45.76.xxx.33:1194 via UDP

15:13:14.902 -- EVENT: WAIT

15:13:14.905 -- Connecting to [45.76.xxx.33]:1194 (45.76.xxx.33) via UDPv4

15:13:15.621 -- EVENT: CONNECTING

15:13:15.625 -- Tunnel Options:V4,dev-type tun,link-mtu 1557 ,tun-mtu 1500, proto
UDPv4,cipher AES-128-CBC,auth SHA1 keysize 128 key-method 2,tls-client

15:13:15.626 -- Creds: UsernameEmpty/PasswordEmpty

15:13:15.626 -- Peer Info:
IV_VER=3.git::662eae9a:Release

IV_PLAT=android

IV_NCP=2

IV_TCPNL=1

IV_PROTO=2

IV_AUTO_SESS=1
IV_GUI_VER=net.openvpn.connect.android_3.2.5-7182

IV_SSO=openurl

15:13:15.939 -- VERIFY OK: depth=2, /IC=US/ST=New Jersey/L=Jersey
City/O=The USERTRUST Network/CN=USERTrust RSA Certification Authority


http://45.76.147.33:1194/

15:13:15.940 -- VERIFY OK: depth=1, /C=GB/ST=Greater
Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA Domain Validation

Secure Server CA

15:13:15.940 -- VERIFY OK: depth=0, /CN=*.opengw.net

15:13:16.819 -- SSL Handshake: CN=*.opengw.net, TLSv1.2, cipher TLSv1.2
ECDHE-RSA-AES256-GCM-SHA384, 2048 bit RSA

15:13:16.820 -- Session is ACTIVE

15:13:16.821 -- EVENT: GET_CONFIG

15:13:16.824 -- Sending PUSH_REQUEST to server...

15:13:17.140 -- AUTH_FAILED

15:13:17.141 -- EVENT: AUTH_FAILED

15:13:17.145 -- EVENT: DISCONNECTED

15:13:17.146 -- Tunnel bytes per CPU second: 0

15:13:17.146 - - OpenVPN Stop -----

15:13:23.441 -- - OpenVPN Start -----


http://opengw.net/
http://opengw.net/

15:13:23.441 -- EVENT: CORE_THREAD_ACTIVE

15:13:23.443 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY

15:13:23.443 -- Frame=512/2048/512 mssfix-ctrl=1250

15:13:23.443 -- UNUSED OPTIONS
5 [resolv-retry] [infinite]

6 [nobind]

7 [persist-key]

8 [persist-tun]

10 [verb] [3]

15:13:23.443 -- EVENT: RESOLVE

15:13:23.445 -- Contacting 45.76.xxx.33:1194 via UDP

15:13:23.445 -- EVENT: WAIT

15:13:23.448 -- Connecting to [45.76.xxx.33]:1194 (45.76.xxx.33) via UDPv4

15:13:23.859 -- EVENT: CONNECTING

15:13:23.861 -- Tunnel Options:V4,dev-type tun,link-mtu 1557,tun-mtu 1500, proto
UDPv4,cipher AES-128-CBC,auth SHA1 keysize 128 key-method 2,tls-client

15:13:23.862 -- Creds: UsernameEmpty/PasswordEmpty


http://45.76.147.33:1194/

15:13:23.862 -- Peer Info:
IV_VER=3.git::662eae9a:Release

IV_PLAT=android

IV_NCP=2

IV_TCPNL=1

IV_PROTO=2

IV_AUTO_SESS=1
IV_GUI_VER=net.openvpn.connect.android_3.2.5-7182

IV_SSO=openurl

15:13:24.183 -- VERIFY OK: depth=2, /C=US/ST=New Jersey/L=Jersey
City/O=The USERTRUST Network/CN=USERTrust RSA Certification Authority

15:13:24.183 -- VERIFY OK: depth=1, /C=GB/ST=Greater
Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA Domain Validation

Secure Server CA

15:13:24.184 -- VERIFY OK: depth=0, /CN=*.0pengw.net

15:13:24.820 -- SSL Handshake: CN=*.opengw.net, TLSv1.2, cipher TLSv1.2
ECDHE-RSA-AES256-GCM-SHA384, 2048 bit RSA

15:13:24.821 -- Session is ACTIVE

15:13:24.821 -- EVENT: GET_CONFIG


http://opengw.net/
http://opengw.net/

15:13:24.823 -- Sending PUSH_REQUEST to server...

15:13:25.141 -- AUTH_FAILED

15:13:25.142 - EVENT: AUTH_FAILED

15:13:25.145 -- EVENT: DISCONNECTED

15:13:25.146 -- Tunnel bytes per CPU second: 0

15:13:25.146 -- -—--- OpenVPN Stop -----

15:14:43.966 -- ----- OpenVPN Start -----

15:14:43.966 -- EVENT: CORE_THREAD_ACTIVE

15:14:43.967 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY

15:14:43.967 -- Frame=512/2048/512 mssfix-ctrl=1250

15:14:43.967 -- UNUSED OPTIONS
5 [resolv-retry] [infinite]

6 [nobind]

7 [persist-key]

8 [persist-tun]

10 [verb] [3]



15:14:43.968 -- EVENT: RESOLVE

15:14:44.320 -- Contacting xxx100.37.213:443 via TCPv4

15:14:44.320 -- EVENT: WAIT

15:14:44.733 -- Connecting to [public-vpn-200.opengw.net]:443 (xxx.100.37.213)
via TCPv4

15:14:45.881 -- EVENT: CONNECTING

15:14:45.883 -- Tunnel Options:V4,dev-type tun,link-mtu 1559,tun-mtu 1500, proto
TCPv4_CLIENT,cipher AES-128-CBC,auth SHA1,keysize 128,key-method

2, tls-client

15:14:45.884 -- Creds: UsernameEmpty/PasswordEmpty

15:14:45.884 -- Peer Info:
IV_VER=3.git::662eae9a:Release

IV_PLAT=android

IV_NCP=2

IV_TCPNL=1

IV_PROTO=2

IV_AUTO_SESS=1
IV_GUI_VER=net.openvpn.connect.android_3.2.5-7182

IV_SSO=openurl


http://219.100.37.213:443/
http://public-vpn-200.opengw.net/

15:14:46.202 -- VERIFY OK: depth=2, /C=US/ST=New Jersey/L=Jersey
City/O=The USERTRUST Network/CN=USERTrust RSA Certification Authority

15:14:46.203 -- VERIFY OK: depth=1, /C=GB/ST=Greater
Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA Domain Validation

Secure Server CA

15:14:46.204 -- VERIFY OK: depth=0, /CN=*.0opengw.net

15:14:46.518 -- SSL Handshake: CN=*.opengw.net, TLSv1.3, cipher TLSv1.3
TLS_AES 256 GCM_SHA384, 2048 bit RSA

15:14:46.519 -- Session is ACTIVE

15:14:46.519 -- EVENT: GET_CONFIG

15:14:46.521 -- Sending PUSH_REQUEST to server...

15:14:47.520 -- Sending PUSH_REQUEST to server...

15:14:49.523 -- Sending PUSH_REQUEST to server...

15:14:49.603 -- OPTIONS:

0 [ping] [3]

1 [ping-restart] [10]

2 [ifconfig] [10.246.58.41] [10.246.58.42]

3 [dhcp-option] [DNS] [10.246.254.254]

4 [dhcp-option] [DNS] [8.8.8.8]


http://opengw.net/
http://opengw.net/

5 [route-gateway] [10.246.58.42]

6 [redirect-gateway] [def1]

15:14:49.605 -- PROTOCOL OPTIONS:
cipher: AES-128-CBC
digest: SHA1
compress: NONE

peer ID: -1

15:14:49.606 -- EVENT: ASSIGN_IP

15:14:49.629 -- Connected via tun

15:14:49.630 -- EVENT: CONNECTED info="public-vpn-200.opengw.net:443
(xxx.100.37.213) via /TCPv4 on tun/10.246.58.41/ gw=[10.246.58.42/]'

15:16:17.070 -- EVENT: DISCONNECTED

15:16:17.070 -- Tunnel bytes per CPU second: 0

15:16:17.070 -- ----- OpenVPN Stop -----

15:16:23.105 -- -—--- OpenVPN Start -----

15:16:23.105 -- EVENT: CORE_THREAD_ACTIVE


http://public-vpn-200.opengw.net:443/
http://10.246.58.41/
http://10.246.58.42/

15:16:23.106 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY

15:16:23.109 -- Frame=512/2048/512 mssfix-ctrl=1250

15:16:23.109 -- UNUSED OPTIONS
5 [resolv-retry] [infinite]

6 [nobind]

7 [persist-key]

8 [persist-tun]

10 [verb] [3]

15:16:23.109 -- EVENT: RESOLVE

15:16:24.437 -- Contacting xxx.100.37.213:443 via TCPv4

15:16:24.438 -- EVENT: WAIT

15:16:24.738 -- Connecting to [public-vpn-200.opengw.net]:443 (xxx.100.37.213)
via TCPv4

15:16:25.031 -- EVENT: CONNECTING

15:16:25.032 -- Tunnel Options:V4,dev-type tun,link-mtu 1559,tun-mtu 1500, proto
TCPv4_CLIENT,cipher AES-128-CBC,auth SHA1 keysize 128,key-method

2,tls-client

15:16:25.032 -- Creds: UsernameEmpty/PasswordEmpty


http://219.100.37.213:443/
http://public-vpn-200.opengw.net/

15:16:25.033 -- Peer Info:
IV_VER=3.git::662eae9a:Release

IV_PLAT=android

IV_NCP=2

IV_TCPNL=1

IV_PROTO=2

IV_AUTO_SESS=1
IV_GUI_VER=net.openvpn.connect.android_3.2.5-7182

IV_SSO=openurl

15:16:25.400 -- VERIFY OK: depth=2, /C=US/ST=New Jersey/L=Jersey
City/O=The USERTRUST Network/CN=USERTrust RSA Certification Authority

15:16:25.401 -- VERIFY OK: depth=1, /C=GB/ST=Greater
Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA Domain Validation

Secure Server CA

15:16:25.401 -- VERIFY OK: depth=0, /CN=*.0pengw.net

15:16:25.720 -- SSL Handshake: CN=*.opengw.net, TLSv1.3, cipher TLSv1.3
TLS AES 256 GCM_SHA384, 2048 bit RSA

15:16:25.720 -- Session is ACTIVE

15:16:25.721 -- EVENT: GET_CONFIG


http://opengw.net/
http://opengw.net/

15:16:25.723 -- Sending PUSH_REQUEST to server...

15:16:26.721 -- Sending PUSH_REQUEST to server...

15:16:28.724 -- Sending PUSH_REQUEST to server...

15:16:28.947 -- OPTIONS:

0 [ping] [3]

1 [ping-restart] [10]

2 [ifconfig] [10.246.51.177] [10.246.51.178]
3 [dhcp-option] [DNS] [10.246.254.254]

4 [dhcp-option] [DNS] [8.8.8.8]

5 [route-gateway] [10.246.51.178]

6 [redirect-gateway] [def1]

15:16:28.948 -- PROTOCOL OPTIONS:
cipher: AES-128-CBC
digest: SHA1
compress: NONE

peer ID: -1

15:16:28.948 -- EVENT: ASSIGN_IP

15:16:28.974 -- Connected via tun

15:16:28.975 -- EVENT: CONNECTED info="public-vpn-200.opengw.net:443
(xxx.100.37.213) via /TCPv4 on tun/10.246.51.177/ gw=[10.246.51.178/]'



http://public-vpn-200.opengw.net:443/
http://10.246.51.177/
http://10.246.51.178/

15:17:45.769 -- EVENT: DISCONNECTED

15:17:45.770 -- Tunnel bytes per CPU second: 0

15:17:45.770 -- ----- OpenVPN Stop -----

15:17:47.859 -- ----- OpenVPN Start -----

15:17:47.859 -- EVENT: CORE_THREAD_ACTIVE

15:17:47.862 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY

15:17:47.862 -- Frame=512/2048/512 mssfix-ctrl=1250

15:17:47.863 -- UNUSED OPTIONS

5 [resolv-retry] [infinite]

6 [nobind]

7 [persist-key]

8 [persist-tun]

10 [verb] [3]

15:17:47.863 -- EVENT: RESOLVE

15:17:48.281 -- Contacting 161.202.144.236:1194 via UDP

15:17:48.281 -- EVENT: WAIT


http://161.202.144.236:1194/

15:17:48.283 -- Connecting to [vpn984160303.opengw.net]:1194
(161.202.144.236) via UDPv4

15:17:48.598 -- EVENT: CONNECTING

15:17:48.601 -- Tunnel Options:V4,dev-type tun,link-mtu 1557,tun-mtu 1500, proto
UDPv4,cipher AES-128-CBC,auth SHA1 keysize 128 key-method 2,tls-client

15:17:48.602 -- Creds: UsernameEmpty/PasswordEmpty

15:17:48.602 -- Peer Info:
IV_VER=3.git::662eae9a:Release

IV_PLAT=android

IV_NCP=2

IV_TCPNL=1

IV_PROTO=2

IV_AUTO_SESS=1
IV_GUI_VER=net.openvpn.connect.android_3.2.5-7182

IV_SSO=openurl

15:17:49.241 -- VERIFY OK: depth=2, /IC=US/ST=New Jersey/L=Jersey
City/O=The USERTRUST Network/CN=USERTrust RSA Certification Authority

15:17:49.242 -- VERIFY OK: depth=1, /C=GB/ST=Greater
Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA Domain Validation

Secure Server CA


http://vpn984160303.opengw.net/

15:17:49.242 -- VERIFY OK: depth=0, /CN=*.0pengw.net

15:17:49.878 -- SSL Handshake: CN=*.opengw.net, TLSv1.2, cipher TLSv1.2
ECDHE-RSA-AES256-GCM-SHA384, 2048 bit RSA

15:17:49.878 -- Session is ACTIVE

15:17:49.879 -- EVENT: GET_CONFIG

15:17:49.881 -- Sending PUSH_REQUEST to server...

15:17:50.838 -- AUTH_FAILED

15:17:50.839 -- EVENT: AUTH_FAILED

15:17:50.842 -- EVENT: DISCONNECTED

15:17:50.843 -- Tunnel bytes per CPU second: 0

15:17:50.843 -- ----- OpenVPN Stop -----

15:19:07.538 -- -—--- OpenVPN Start -----

15:19:07.538 -- EVENT: CORE_THREAD_ACTIVE

15:19:07.540 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY


http://opengw.net/
http://opengw.net/

15:19:07.541 -- Frame=512/2048/512 mssfix-ctrl=1250

15:19:07.542 -- UNUSED OPTIONS
4 [resolv-retry] [infinite]

5 [nobind]

6 [persist-key]

7 [persist-tun]

13 [verb] [5]

15:19:07.543 -- EVENT: RESOLVE

15:19:07.736 -- Contacting 185.xxx.155.223:12973 via UDP

15:19:07.737 -- EVENT: WAIT

15:19:07.740 -- Connecting to [xxx.mynetgear.com]:12973 (185.xxx.155.223) via
UDPv4

15:19:17.544 -- Server poll timeout, trying next remote entry...

15:19:17.545 -- EVENT: RECONNECTING

15:19:17.548 -- EVENT: RESOLVE

15:19:17.551 -- Contacting 185.xxx.155.223:12973 via UDP

15:19:17.551 -- EVENT: WAIT


http://185.229.155.223:12973/
http://mmgala.mynetgear.com/
http://185.229.155.223:12973/

15:19:17.553 -- Connecting to [xxx.mynetgear.com]:12973 (185.xxx.155.223) via
UDPv4

15:19:27.546 -- Server poll timeout, trying next remote entry...

15:19:27.547 -- EVENT: RECONNECTING

15:19:27.550 -- EVENT: RESOLVE

15:19:27.554 -- Contacting 185.xxx.155.223:12973 via UDP

15:19:27.555 -- EVENT: WAIT

15:19:27.557 -- Connecting to [xxx.mynetgear.com]:12973 (185.xxx.155.223) via
UDPV4

15:19:37.550 -- Server poll timeout, trying next remote entry...

15:19:37.551 -- EVENT: RECONNECTING

15:19:37.608 -- EVENT: RESOLVE

15:19:37.617 -- Contacting 185.xxx.155.223:12973 via UDP

15:19:37.617 -- EVENT: WAIT

15:19:37.620 -- Connecting to [xxx.mynetgear.com]:12973 (185.xxx.155.223) via
UDPv4


http://mmgala.mynetgear.com/
http://185.229.155.223:12973/
http://mmgala.mynetgear.com/
http://185.229.155.223:12973/
http://mmgala.mynetgear.com/

15:19:47.553 -- Server poll timeout, trying next remote entry...

15:19:47.554 -- EVENT: RECONNECTING

15:19:47.557 -- EVENT: RESOLVE

15:19:47.568 -- Contacting 185.xxx.155.223:12973 via UDP

15:19:47.569 -- EVENT: WAIT

SvarVideresend
[ ]


http://185.229.155.223:12973/

15:12:22.181 -- Sending PUSH_REQUEST to server...

15:12:22.819 -- AUTH_FAILED

15:12:22.820 -- EVENT: AUTH_FAILED

15:12:22.823 -- EVENT: DISCONNECTED

15:12:22.824 -- Tunnel bytes per CPU second: 0

15:12:22.824 -- -—-- OpenVPN Stop -----

15:13:14.898 -- ----- OpenVPN Start -----

15:13:14.899 -- EVENT: CORE_THREAD_ACTIVE

15:13:14.900 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY

15:13:14.900 -- Frame=512/2048/512 mssfix-ctrl=1250

15:13:14.900 -- UNUSED OPTIONS
5 [resolv-retry] [infinite]

6 [nobind]

7 [persist-key]

8 [persist-tun]

10 [verb] [3]



15:13:14.900 -- EVENT: RESOLVE

15:13:14.902 -- Contacting 45.76.xxx.33:1194 via UDP

15:13:14.902 -- EVENT: WAIT

15:13:14.905 -- Connecting to [45.76.xxx.33]:1194 (45.76.xxx.33) via UDPv4

15:13:15.621 -- EVENT: CONNECTING

15:13:15.625 -- Tunnel Options:V4,dev-type tun,link-mtu 1557 ,tun-mtu 1500, proto
UDPv4,cipher AES-128-CBC,auth SHA1 keysize 128 key-method 2,tls-client

15:13:15.626 -- Creds: UsernameEmpty/PasswordEmpty

15:13:15.626 -- Peer Info:
IV_VER=3.git::662eae9a:Release

IV_PLAT=android

IV_NCP=2

IV_TCPNL=1

IV_PROTO=2

IV_AUTO_SESS=1
IV_GUI_VER=net.openvpn.connect.android_3.2.5-7182

IV_SSO=openurl

15:13:15.939 -- VERIFY OK: depth=2, /IC=US/ST=New Jersey/L=Jersey
City/O=The USERTRUST Network/CN=USERTrust RSA Certification Authority


http://45.76.147.33:1194/

15:13:15.940 -- VERIFY OK: depth=1, /C=GB/ST=Greater
Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA Domain Validation

Secure Server CA

15:13:15.940 -- VERIFY OK: depth=0, /CN=*.opengw.net

15:13:16.819 -- SSL Handshake: CN=*.opengw.net, TLSv1.2, cipher TLSv1.2
ECDHE-RSA-AES256-GCM-SHA384, 2048 bit RSA

15:13:16.820 -- Session is ACTIVE

15:13:16.821 -- EVENT: GET_CONFIG

15:13:16.824 -- Sending PUSH_REQUEST to server...

15:13:17.140 -- AUTH_FAILED

15:13:17.141 -- EVENT: AUTH_FAILED

15:13:17.145 -- EVENT: DISCONNECTED

15:13:17.146 -- Tunnel bytes per CPU second: 0

15:13:17.146 - - OpenVPN Stop -----

15:13:23.441 -- - OpenVPN Start -----


http://opengw.net/
http://opengw.net/

15:13:23.441 -- EVENT: CORE_THREAD_ACTIVE

15:13:23.443 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY

15:13:23.443 -- Frame=512/2048/512 mssfix-ctrlI=1250

15:13:23.443 -- UNUSED OPTIONS
5 [resolv-retry] [infinite]

6 [nobind]

7 [persist-key]

8 [persist-tun]

10 [verb] [3]

15:13:23.443 -- EVENT: RESOLVE

15:13:23.445 -- Contacting 45.76.xxx.33:1194 via UDP

15:13:23.445 -- EVENT: WAIT

15:13:23.448 -- Connecting to [45.76.xxx.33]:1194 (45.76.xxx.33) via UDPv4

15:13:23.859 -- EVENT: CONNECTING

15:13:23.861 -- Tunnel Options:V4,dev-type tun,link-mtu 1557,tun-mtu 1500, proto
UDPv4,cipher AES-128-CBC,auth SHA1 keysize 128 key-method 2,tls-client

15:13:23.862 -- Creds: UsernameEmpty/PasswordEmpty


http://45.76.147.33:1194/

15:13:23.862 -- Peer Info:
IV_VER=3.git::662eae9a:Release

IV_PLAT=android

IV_NCP=2

IV_TCPNL=1

IV_PROTO=2

IV_AUTO_SESS=1
IV_GUI_VER=net.openvpn.connect.android_3.2.5-7182

IV_SSO=openurl

15:13:24.183 -- VERIFY OK: depth=2, /C=US/ST=New Jersey/L=Jersey
City/O=The USERTRUST Network/CN=USERTrust RSA Certification Authority

15:13:24.183 -- VERIFY OK: depth=1, /C=GB/ST=Greater
Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA Domain Validation

Secure Server CA

15:13:24.184 -- VERIFY OK: depth=0, /CN=*.0pengw.net

15:13:24.820 -- SSL Handshake: CN=*.opengw.net, TLSv1.2, cipher TLSv1.2
ECDHE-RSA-AES256-GCM-SHA384, 2048 bit RSA

15:13:24.821 -- Session is ACTIVE

15:13:24.821 -- EVENT: GET_CONFIG


http://opengw.net/
http://opengw.net/

15:13:24.823 -- Sending PUSH_REQUEST to server...

15:13:25.141 -- AUTH_FAILED

15:13:25.142 - EVENT: AUTH_FAILED

15:13:25.145 -- EVENT: DISCONNECTED

15:13:25.146 -- Tunnel bytes per CPU second: 0

15:13:25.146 -- -—--- OpenVPN Stop -----

15:14:43.966 -- ----- OpenVPN Start -----

15:14:43.966 -- EVENT: CORE_THREAD_ACTIVE

15:14:43.967 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY

15:14:43.967 -- Frame=512/2048/512 mssfix-ctrl=1250

15:14:43.967 -- UNUSED OPTIONS
5 [resolv-retry] [infinite]

6 [nobind]

7 [persist-key]

8 [persist-tun]

10 [verb] [3]



15:14:43.968 -- EVENT: RESOLVE

15:14:44.320 -- Contacting xxx.100.37.213:443 via TCPv4

15:14:44.320 -- EVENT: WAIT

15:14:44.733 -- Connecting to [public-vpn-200.opengw.net]:443 (xxx.100.37.213)
via TCPv4

15:14:45.881 -- EVENT: CONNECTING

15:14:45.883 -- Tunnel Options:V4,dev-type tun,link-mtu 1559,tun-mtu 1500, proto
TCPv4_CLIENT,cipher AES-128-CBC,auth SHA1,keysize 128,key-method

2 ,tls-client

15:14:45.884 -- Creds: UsernameEmpty/PasswordEmpty

15:14:45.884 -- Peer Info:
IV_VER=3.git::662eae9a:Release

IV_PLAT=android

IV_NCP=2

IV_TCPNL=1

IV_PROTO=2

IV_AUTO_SESS=1
IV_GUI_VER=net.openvpn.connect.android_3.2.5-7182

IV_SSO=openurl


http://219.100.37.213:443/
http://public-vpn-200.opengw.net/

15:14:46.202 -- VERIFY OK: depth=2, /C=US/ST=New Jersey/L=Jersey
City/O=The USERTRUST Network/CN=USERTrust RSA Certification Authority

15:14:46.203 -- VERIFY OK: depth=1, /C=GB/ST=Greater
Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA Domain Validation

Secure Server CA

15:14:46.204 -- VERIFY OK: depth=0, /CN=*.0pengw.net

15:14:46.518 -- SSL Handshake: CN=*.opengw.net, TLSv1.3, cipher TLSv1.3
TLS_AES 256 GCM_SHA384, 2048 bit RSA

15:14:46.519 -- Session is ACTIVE

15:14:46.519 -- EVENT: GET_CONFIG

15:14:46.521 -- Sending PUSH_REQUEST to server...

15:14:47.520 -- Sending PUSH_REQUEST to server...

15:14:49.523 -- Sending PUSH_REQUEST to server...

15:14:49.603 -- OPTIONS:

0 [ping] [3]

1 [ping-restart] [10]

2 [ifconfig] [10.246.58.41] [10.246.58.42]

3 [dhcp-option] [DNS] [10.246.254.254]

4 [dhcp-option] [DNS] [8.8.8.8]


http://opengw.net/
http://opengw.net/

5 [route-gateway] [10.246.58.42]

6 [redirect-gateway] [def1]

15:14:49.605 -- PROTOCOL OPTIONS:
cipher: AES-128-CBC
digest: SHA1
compress: NONE

peer ID: -1

15:14:49.606 -- EVENT: ASSIGN_IP

15:14:49.629 -- Connected via tun

15:14:49.630 -- EVENT: CONNECTED info="public-vpn-200.opengw.net:443
(xxx.100.37.213) via /TCPv4 on tun/10.246.58.41/ gw=[10.246.58.42/]'

15:16:17.070 -- EVENT: DISCONNECTED

15:16:17.070 -- Tunnel bytes per CPU second: 0

15:16:17.070 -- ----- OpenVPN Stop -----

15:16:23.105 -- -—--- OpenVPN Start -----

15:16:23.105 -- EVENT: CORE_THREAD_ACTIVE


http://public-vpn-200.opengw.net:443/
http://10.246.58.41/
http://10.246.58.42/

15:16:23.106 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY

15:16:23.109 -- Frame=512/2048/512 mssfix-ctrl=1250

15:16:23.109 -- UNUSED OPTIONS
5 [resolv-retry] [infinite]

6 [nobind]

7 [persist-key]

8 [persist-tun]

10 [verb] [3]

15:16:23.109 -- EVENT: RESOLVE

15:16:24.437 -- Contacting xxx.100.37.213:443 via TCPv4

15:16:24.438 -- EVENT: WAIT

15:16:24.738 -- Connecting to [public-vpn-200.opengw.net]:443 (xxx.100.37.213)
via TCPv4

15:16:25.031 -- EVENT: CONNECTING

15:16:25.032 -- Tunnel Options:V4,dev-type tun,link-mtu 1559,tun-mtu 1500, proto
TCPv4_CLIENT,cipher AES-128-CBC,auth SHA1 keysize 128,key-method

2,tls-client

15:16:25.032 -- Creds: UsernameEmpty/PasswordEmpty


http://219.100.37.213:443/
http://public-vpn-200.opengw.net/

15:16:25.033 -- Peer Info:
IV_VER=3.git::662eae9a:Release

IV_PLAT=android

IV_NCP=2

IV_TCPNL=1

IV_PROTO=2

IV_AUTO_SESS=1
IV_GUI_VER=net.openvpn.connect.android_3.2.5-7182

IV_SSO=openurl

15:16:25.400 -- VERIFY OK: depth=2, /C=US/ST=New Jersey/L=Jersey
City/O=The USERTRUST Network/CN=USERTrust RSA Certification Authority

15:16:25.401 -- VERIFY OK: depth=1, /C=GB/ST=Greater
Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA Domain Validation

Secure Server CA

15:16:25.401 -- VERIFY OK: depth=0, /CN=*.0pengw.net

15:16:25.720 -- SSL Handshake: CN=*.opengw.net, TLSv1.3, cipher TLSv1.3
TLS AES 256 GCM_SHA384, 2048 bit RSA

15:16:25.720 -- Session is ACTIVE

15:16:25.721 -- EVENT: GET_CONFIG


http://opengw.net/
http://opengw.net/

15:16:25.723 -- Sending PUSH_REQUEST to server...

15:16:26.721 -- Sending PUSH_REQUEST to server...

15:16:28.724 -- Sending PUSH_REQUEST to server...

15:16:28.947 -- OPTIONS:

0 [ping] [3]

1 [ping-restart] [10]

2 [ifconfig] [10.246.51.177] [10.246.51.178]
3 [dhcp-option] [DNS] [10.246.254.254]

4 [dhcp-option] [DNS] [8.8.8.8]

5 [route-gateway] [10.246.51.178]

6 [redirect-gateway] [def1]

15:16:28.948 -- PROTOCOL OPTIONS:
cipher: AES-128-CBC
digest: SHA1
compress: NONE

peer ID: -1

15:16:28.948 -- EVENT: ASSIGN_IP

15:16:28.974 -- Connected via tun

15:16:28.975 -- EVENT: CONNECTED info="public-vpn-200.opengw.net:443
(xxx.100.37.213) via /TCPv4 on tun/10.246.51.177/ gw=[10.246.51.178/]



http://public-vpn-200.opengw.net:443/
http://10.246.51.177/
http://10.246.51.178/

15:17:45.769 -- EVENT: DISCONNECTED

15:17:45.770 -- Tunnel bytes per CPU second: 0

15:17:45.770 -- ----- OpenVPN Stop -----

15:17:47.859 -- ----- OpenVPN Start -----

15:17:47.859 -- EVENT: CORE_THREAD_ACTIVE

15:17:47.862 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY

15:17:47.862 -- Frame=512/2048/512 mssfix-ctrl=1250

15:17:47.863 -- UNUSED OPTIONS

5 [resolv-retry] [infinite]

6 [nobind]

7 [persist-key]

8 [persist-tun]

10 [verb] [3]

15:17:47.863 -- EVENT: RESOLVE

15:17:48.281 -- Contacting 161.202.144.236:1194 via UDP

15:17:48.281 -- EVENT: WAIT


http://161.202.144.236:1194/

15:17:48.283 -- Connecting to [vpn984160303.opengw.net]:1194
(161.202.144.236) via UDPv4

15:17:48.598 -- EVENT: CONNECTING

15:17:48.601 -- Tunnel Options:V4,dev-type tun,link-mtu 1557,tun-mtu 1500, proto
UDPv4,cipher AES-128-CBC,auth SHA1 keysize 128 key-method 2,tls-client

15:17:48.602 -- Creds: UsernameEmpty/PasswordEmpty

15:17:48.602 -- Peer Info:
IV_VER=3.git::662eae9a:Release

IV_PLAT=android

IV_NCP=2

IV_TCPNL=1

IV_PROTO=2

IV_AUTO_SESS=1
IV_GUI_VER=net.openvpn.connect.android_3.2.5-7182

IV_SSO=openurl

15:17:49.241 -- VERIFY OK: depth=2, /IC=US/ST=New Jersey/L=Jersey
City/O=The USERTRUST Network/CN=USERTrust RSA Certification Authority

15:17:49.242 -- VERIFY OK: depth=1, /C=GB/ST=Greater
Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA Domain Validation

Secure Server CA


http://vpn984160303.opengw.net/

15:17:49.242 -- VERIFY OK: depth=0, /CN=*.0pengw.net

15:17:49.878 -- SSL Handshake: CN=*.opengw.net, TLSv1.2, cipher TLSv1.2
ECDHE-RSA-AES256-GCM-SHA384, 2048 bit RSA

15:17:49.878 -- Session is ACTIVE

15:17:49.879 -- EVENT: GET_CONFIG

15:17:49.881 -- Sending PUSH_REQUEST to server...

15:17:50.838 -- AUTH_FAILED

15:17:50.839 -- EVENT: AUTH_FAILED

15:17:50.842 -- EVENT: DISCONNECTED

15:17:50.843 -- Tunnel bytes per CPU second: 0

15:17:50.843 -- ----- OpenVPN Stop -----

15:19:07.538 -- -—--- OpenVPN Start -----

15:19:07.538 -- EVENT: CORE_THREAD_ACTIVE

15:19:07.540 -- OpenVPN core 3.git::662eae9a:Release android arm64 64-bit
PT_PROXY


http://opengw.net/
http://opengw.net/

15:19:07.541 -- Frame=512/2048/512 mssfix-ctrl=1250

15:19:07.542 -- UNUSED OPTIONS
4 [resolv-retry] [infinite]

5 [nobind]

6 [persist-key]

7 [persist-tun]

13 [verb] [5]

15:19:07.543 -- EVENT: RESOLVE

15:19:07.736 -- Contacting 185.xxx.155.223:12973 via UDP

15:19:07.737 -- EVENT: WAIT

15:19:07.740 -- Connecting to [xxx.mynetgear.com]:12973 (185.xxx.155.223) via
UDPv4

15:19:17.544 -- Server poll timeout, trying next remote entry...

15:19:17.545 -- EVENT: RECONNECTING

15:19:17.548 -- EVENT: RESOLVE

15:19:17.551 -- Contacting 185.xxx.155.223:12973 via UDP

15:19:17.551 -- EVENT: WAIT


http://185.229.155.223:12973/
http://mmgala.mynetgear.com/
http://185.229.155.223:12973/

15:19:17.553 -- Connecting to xxx.mynetgear.com]: 12973 (185.xxx.155.223) via
UDPv4

15:19:27.546 -- Server poll timeout, trying next remote entry...

15:19:27.547 -- EVENT: RECONNECTING

15:19:27.550 -- EVENT: RESOLVE

15:19:27.554 -- Contacting 185.xxx.155.223:12973 via UDP

15:19:27.555 -- EVENT: WAIT

15:19:27.557 -- Connecting to [xxx.mynetgear.com]:12973 (185.xxx.155.223) via
UDPV4

15:19:37.550 -- Server poll timeout, trying next remote entry...

15:19:37.551 -- EVENT: RECONNECTING

15:19:37.608 -- EVENT: RESOLVE

15:19:37.617 -- Contacting 185.xxx.155.223:12973 via UDP

15:19:37.617 -- EVENT: WAIT

15:19:37.620 -- Connecting to [xxx.mynetgear.com]:12973 (185.xxx.155.223) via
UDPv4


http://mmgala.mynetgear.com/
http://185.229.155.223:12973/
http://mmgala.mynetgear.com/
http://185.229.155.223:12973/
http://mmgala.mynetgear.com/

15:19:47.553 -- Server poll timeout, trying next remote entry...

15:19:47.554 - EVENT: RECONNECTING

15:19:47.557 -- EVENT: RESOLVE

15:19:47.568 -- Contacting 185.xxx.155.223:12973 via UDP

15:19:47.569 -- EVENT: WAIT

15:19:47.571 -- Connecting to [xxx.mynetgear.com]:12973 (185.xxx.155.223) via
UDPV4

15:19:57.556 -- Server poll timeout, trying next remote entry...

15:19:57.557 -- EVENT: RECONNECTING

15:19:57.559 -- EVENT: RESOLVE

15:19:57.566 -- Contacting 185.xxx.155.223:12973 via UDP

15:19:57.566 -- EVENT: WAIT

20:05:42.168 -- Connecting to [xxx.mynetgear.com]:12973 (185.xxx.155.215) via
UDPv4


http://185.229.155.223:12973/
http://mmgala.mynetgear.com/
http://185.229.155.223:12973/
http://mmgala.mynetgear.com/

20:05:52.154 -- EVENT: CONNECTION_TIMEOUT

20:05:52.156 -- EVENT: DISCONNECTED

20:05:52.156 -- Tunnel bytes per CPU second: 0

20:05:52.156 -- ----- OpenVPN Stop -----

SvarVideresend
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