[UPnP set event: add_nat_rule]
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Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,

zone wan, Tuesday,
zone lan, Tuesday,
zone wan, Tuesday,
zone lan, Tuesday,

January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January
January

2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
2019
15, 2019
15, 2019
15, 2019

15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
252.1, Tuesday, January

03:
03:
04:
04:
04:
04:
05:
05:
05:
05:
06:
06:
06:
06:
07:
07:
07:
07:
08:
08:
08:
08:
09:
09:
09:
09:
10:
10:
10:
10:
11:
11:
11:
11:
12:
12:

12

14

38
38
28
29
39
39
30
31
41
41
32
32
43
43
24
24
35
35
26
26
37
37
27
28
38
38
29
29
40
40
31
31
41
41
32
33

143
12:
13:
13:
13:
13:
125
14:

43
24
24
34
35

26

January 15, 2019 15:14:36
January 15, 2019 15:14:36
January 15, 2019 15:15:07
January 15, 2019 15:15:07



[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday, January
15, 2019 15:24:44

[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday, January
15, 2019 15:55:14

[DHCP IP: 192.168.1.36] to MAC address 64:70:33:28:96:0c, Tuesday,
January 15, 2019 16:02:13

[Duma0S] DHCP new event., Tuesday, January 15, 2019 16:02:13

[Duma0S] DHCP lease change., Tuesday, January 15, 2019 16:02:13
[DHCP IP: 192.168.1.36] to MAC address 64:70:33:28:96:0c, Tuesday,
January 15, 2019 16:02:13

[Duma0S] DHCP new event., Tuesday, January 15, 2019 16:02:13

[Duma0S] DHCP lease change., Tuesday, January 15, 2019 16:02:13
[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6, Tuesday,
January 15, 2019 16:17:30

[Duma0S] DHCP new event., Tuesday, January 15, 2019 16:17:30

[Duma0S] DHCP lease change., Tuesday, January 15, 2019 16:17:30

[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday, January
15, 2019 16:25:44

[DoS Attack: TCP/UDP Chargen] from source: 212.64.111.52, port 23332,
Tuesday, January 15, 2019 16:27:49

[DHCP IP: 192.168.1.40] to MAC address d0:33:11:69:f3:06, Tuesday,
January 15, 2019 16:53:56

[Duma0S] DHCP new event., Tuesday, January 15, 2019 16:53:56
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 16:53:56

[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday, January
15, 2019 16:56:14

[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday, January
15, 2019 17:06:24

[DHCP IP: 192.168.1.40] to MAC address d0:33:11:69:f3:06, Tuesday,
January 15, 2019 17:11:50

[Duma0S] DHCP new event., Tuesday, January 15, 2019 17:11:50
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 17:11:50
[DHCP IP: 192.168.1.40] to MAC address d0:33:11:69:f3:06, Tuesday,
January 15, 2019 17:24:51

[Duma0S] DHCP new event., Tuesday, January 15, 2019 17:24:51
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 17:24:51

[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday, January
15, 2019 17:36:54

[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday, January
15, 2019 17:47:04

[DHCP IP: 192.168.1.48] to MAC address d8:31:34:2a:5a:7a, Tuesday,
January 15, 2019 17:47:29

[Duma0S] DHCP new event., Tuesday, January 15, 2019 17:47:29
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 17:47:29
[DHCP IP: 192.168.1.11] to MAC address ac:bc:32:83:d2:81, Tuesday,
January 15, 2019 17:52:58

[Duma0S] DHCP new event., Tuesday, January 15, 2019 17:52:58
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 17:52:58
[Duma0S] Cloudsync DPI result 'false','All mirrors are down', Tuesday,
January 15, 2019 17:54:34



[Duma0S] Geo-Filter cloudsync result 'true', 'Geo-Filter is up to

date', Tuesday, January 15, 2019 17:55:12

[Duma0S] Cloudsync Themes result 'false','All mirrors are

Tuesday, January 15, 2019 17:56:17
[DHCP IP: 192.168.1.36] to MAC address 64:70:33:28:96:0c,
January 15, 2019 18:01:37

[Duma0S] DHCP new event., Tuesday, January 15, 2019 18:01:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 18:

[DHCP IP: 192.168.1.46] to MAC address a@:56:f3:9a:ef:68,
January 15, 2019 18:02:14

[Duma0S] DHCP new event., Tuesday, January 15, 2019 18:02:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 18:

down',
Tuesday,

37
01:37
Tuesday,

14
02:14

[DHCP IP: 192.168.1.8] to MAC address 44:ea:d8:fc:95:d5, Tuesday,

January 15, 2019 18:03:25

[Duma0S] DHCP new event., Tuesday, January 15, 2019 18:03:

25

[Duma0S] DHCP lease change., Tuesday, January 15, 2019 18:03:25
[DoS Attack: SYN/ACK Scan] from source: 203.107.41.9, port 37022,

Tuesday, January 15, 2019 18:04:42

[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday,

15, 2019 18:17:35

[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday,

15, 2019 18:27:45

[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday,

15, 2019 18:37:55

[Duma0S] Resync R-App store cloud, Tuesday, January 15, 2019

January
January
January

19:07:09

[Duma0S] HTTP download failed with code '404', Tuesday, January 15,

2019 19:07:10

[Duma0S] R-App store cloud sync failed, Tuesday, January 15, 2019

19:07:10

[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday, January

15, 2019 19:08:25

[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday, January

15, 2019 19:18:35
[DHCP IP: 192.168.1.36] to MAC address 64:70:33:28:96:0c,
January 15, 2019 19:25:09

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:25:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:

[DHCP IP: 192.168.1.46] to MAC address a@:56:f3:9a:ef:68,
January 15, 2019 19:25:13

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:25:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:

[DHCP IP: 192.168.1.46] to MAC address a@:56:f3:9a:ef:68,
January 15, 2019 19:25:56

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:25:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:

[DHCP IP: 192.168.1.46] to MAC address a@:56:f3:9a:ef:68,
January 15, 2019 19:25:57

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:25:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:

[DHCP IP: 192.168.1.11] to MAC address ac:bc:32:83:d2:81,

Tuesday,

09
25:09
Tuesday,

13
25:13
Tuesday,

56
25:56
Tuesday,

57
25:57
Tuesday,



January 15, 2019 19:27:02

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:27:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:

[DHCP IP: 192.168.1.46] to MAC address a@:56:f3:9a:ef:68,
January 15, 2019 19:28:56

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:28:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:

[DHCP IP: 192.168.1.46] to MAC address a@:56:f3:9a:ef:68,
January 15, 2019 19:31:29

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:31:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:

[DHCP IP: 192.168.1.46] to MAC address a@:56:f3:9a:ef:68,
January 15, 2019 19:48:36

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:48:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:

[DHCP IP: 192.168.1.46] to MAC address a@:56:f3:9a:ef:68,
January 15, 2019 19:53:14

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:53:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:

[DHCP IP: 192.168.1.46] to MAC address a@:56:f3:9a:ef:68,
January 15, 2019 19:53:14

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:53:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:

[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 19:53:48

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:53:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:

[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 19:56:04

[Duma0S] DHCP new event., Tuesday, January 15, 2019 19:56:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 19:
[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday, January

15, 2019 19:59:15
[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:00:53

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:00:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

[DHCP IP: 192.168.1.46] to MAC address a@:56:f3:9a:ef:68,
January 15, 2019 20:01:41

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:01:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

[DHCP IP: 192.168.1.46] to MAC address a@:56:f3:9a:ef:68,
January 15, 2019 20:01:42

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:01:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

02
27:02
Tuesday,

56
28:56
Tuesday,

29
31:29
Tuesday,

36
48:36
Tuesday,

14
53:14
Tuesday,

14
53:14
Tuesday,

48
53:48
Tuesday,

04
56:04

Tuesday,

53
00:53
Tuesday,

41
01:41
Tuesday,

42
01:42

[DHCP IP: 192.168.1.9] to MAC address 18:f6:43:bb:82:f7, Tuesday,

January 15, 2019 20:01:50

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:01:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:
[Duma0S] Marking device that is marked 192.168.1.9 11 26.,

50
01:50
Tuesday,



January 15, 2019 20:01:50
[DHCP IP: 192.168.1.36] to MAC address 64:70:33:28:96:0c,
January 15, 2019 20:04:17

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:04:

[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20
[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:06:006

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:06
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20
[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:06:06

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:06

[DHCP IP: 192.168.1.36] to MAC address 64:70:33:28:96:0c,
January 15, 2019 20:07:18

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:07:

[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20
[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:09:13

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:09
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20

15, 2019 20:09:25
[DHCP IP: 192.168.1.36] to MAC address 64:70:33:28:96:0c,
January 15, 2019 20:10:36

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:10:

[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20
[DHCP IP: 192.168.1.10] to MAC address 70:77:81:77:53:8b,
January 15, 2019 20:16:07

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:16

[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:20:006
[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:20

[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:20:07

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:20:

[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20
[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:20:39

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:20
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20
[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:20:39

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:20

[DHCP IP: 192.168.1.36] to MAC address 64:70:33:28:96:0c,
January 15, 2019 20:24:22

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:24:

Tuesday,

17

104:17

Tuesday,

106
106:06

Tuesday,

106
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

06:06
Tuesday,

18

:07:18

Tuesday,

113
109:13
[DoS Attack: ARP Attack] from source: 76.102.252.1, Tuesday, January

Tuesday,

36

:10:36

Tuesday,

107
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

16:07
Tuesday,

106
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

20:06
Tuesday,

07

120:07

Tuesday,

:39
120:39

Tuesday,

139
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

20:39
Tuesday,

22



[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:25:53

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:25:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:25:54

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:25:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:29:20

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:29:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:33:07

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:33:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:35:28

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:35:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

[DHCP IP: 192.168.1.43] to MAC address b8:c1:11:10:13:b6,
January 15, 2019 20:38:59

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:38:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:

[DHCP IP: 192.168.1.10] to MAC address 70:77:81:77:53:8b,
January 15, 2019 20:40:53

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:40:
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:
[DoS Attack: ACK Scan] from source: 157.240.2.35, port 443, Tuesday,

January 15, 2019 20:41:55

[DoS Attack: ACK Scan] from source: 157.240.22.12, port 443, Tuesday,

January 15, 2019 20:42:07

[DHCP IP: 192.168.1.13] to MAC address 9c:20:7b:90:53:1e,
January 15, 2019 20:42:20

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:42
[Duma0S] DHCP
[admin login]
20:43:16
[admin login]
20:44:05
[admin login]
20:44:05
[admin login]
20:44:05
[admin login]
20:44:05
[DHCP IP: 192.168.1.8] to MAC
January 15, 2019 20:44:22

from

from

from

from

from

source 192.168.1.11, Tuesday, January 15,
source 192.168.1.11, Tuesday, January 15,
source 192.168.1.11, Tuesday, January 15,

source 192.168.1.11, Tuesday, January 15,

24:22
Tuesday,

53
25:53
Tuesday,

54
25:54
Tuesday,

20
29:20
Tuesday,

o7
33:07
Tuesday,

28
35:28
Tuesday,

59
38:59
Tuesday,

53
40:53

Tuesday,

120
lease change., Tuesday, January 15, 2019 20:42:
source 192.168.1.11, Tuesday, January 15,

20
2019

2019

2019

2019

2019

address 44:ea:d8:fc:95:d5, Tuesday,

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:44:22



[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:44:22
[DHCP IP: 192.168.1.10] to MAC address 70:77:81:77:53:8b, Tuesday,
January 15, 2019 20:44:26

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:44:26
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:44:26
[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:44:34

[DHCP IP: 192.168.1.8] to MAC address 44:ea:d8:fc:95:d5, Tuesday,
January 15, 2019 20:44:35

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:44:35
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:44:35
[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:44:37

[DHCP IP: 192.168.1.8] to MAC address 44:ea:d8:fc:95:d5, Tuesday,
January 15, 2019 20:44:39

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:44:39
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:44:39
[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:45:05

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:45:08

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:45:42

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:46:04

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:46:12

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:46:35

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:46:42

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:47:05

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:47:12

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:47:37

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:47:37

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:47:44

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:47:44

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:47:44

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:47:47

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:47:52

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019



20:47:52
[admin login]
20:48:13
[admin login]
20:50:10
[admin login]
20:50:10
[admin login]
20:50:10
[admin login]
20:50:23
[DHCP IP: 192.168.1.46] to MAC address a0:56:f3:9a:ef:68,
January 15, 2019 20:50:48

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:50:48
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:50:48
[DHCP IP: 192.168.1.46] to MAC address a@0:56:f3:9a:ef:68, Tuesday,
January 15, 2019 20:50:48

[Duma0S] DHCP new event., Tuesday, January 15, 2019 20:50:48
[Duma0S] DHCP lease change., Tuesday, January 15, 2019 20:50:48
[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:51:12
[admin login]

from source 192.168.1.11, Tuesday, January 15, 2019

from source 192.168.1.11, Tuesday, January 15, 2019

from source 192.168.1.11, Tuesday, January 15, 2019

from source 192.168.1.11, Tuesday, January 15, 2019

from source 192.168.1.11, Tuesday, January 15, 2019

Tuesday,

from source 192.168.1.11, Tuesday, January 15, 2019

20:51:12
[admin login]
20:51:12
[admin login]
20:51:12
[admin login]
20:51:12
[admin login]
20:51:27
[admin login]
20:51:28
[admin login]
20:51:38
[admin login]
20:51:38
[admin login]
20:51:38
[admin login]
20:51:51
[admin login]
20:51:51
[admin login]
20:51:52
[admin login]
20:51:52
[admin login]
20:51:53

from

from

from

from

from

from

from

from

from

from

from

from

from

source

source

source

source

source

source

source

source

source

source

source

source

source

192.168.

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

192.168.

1.

1

1.

11,

.11,
.11,
.11,
.11,
.11,
.11,
.11,
.11,
.11,
.11,

.11,

11,

Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,
Tuesday,

Tuesday,

January
January
January
January
January
January
January
January
January
January
January
January

January

15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,
15,

15,

2019

2019

2019

2019

2019

2019

2019

2019

2019

2019

2019

2019

2019

[Duma0S] config write 'com.netdumsoftware.geofilter.settings',



Tuesday, January 15, 2019 20:51:53

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:51:54

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:52:02

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:52:39

[Internet disconnected] Tuesday, January 15, 2019 20:52:56
[Internet disconnected] Tuesday, January 15, 2019 20:52:58

[admin login] from source 192.168.1.11, Tuesday, January 15, 2019
20:53:12

[Internet disconnected] Tuesday, January 15, 2019 20:53:23



