
 

*NOTE that the address 192.168.31.27 is my pc 

Description Count Last Occurrence Target Source 

[DoS attack] AIF:Dropped INPUT packet: PROTO:TCP SPT:9488 

DPT:5555 

1 Saturday, 27 Oct 

2018 02:18:26 

192.136.236.67 221.127.224.78 

[DHCP IP: (192.168.31.28)] to MAC address b4:8b:19:85:5e:99 1 Saturday, 27 Oct 

2018 02:15:13 

0.0.0.0 0.0.0.0 

[WLAN access rejected: incorrect security] from MAC: b4:8b:19:85:5e:99 2 Saturday, 27 Oct 

2018 02:15:11 

0.0.0.0 0.0.0.0 

[DoS attack] ICMP Flood from 185.94.111.1 1 Saturday, 27 Oct 

2018 01:58:15 

192.136.236.67 185.94.111.1 

[DoS attack] ICMP Flood from 203.178.148.19 1 Saturday, 27 Oct 

2018 01:40:01 

192.136.236.67 203.178.148.19 

[DHCP IP: (192.168.31.27)] to MAC address 18:a6:f7:4f:55:81 1 Saturday, 27 Oct 

2018 01:38:57 

0.0.0.0 0.0.0.0 



[DoS attack] ICMP Flood from 195.251.255.69 1 Saturday, 27 Oct 

2018 01:36:39 

192.136.236.67 195.251.255.69 

[DHCP IP: (192.168.31.26)] to MAC address 84:89:ad:9d:30:9c 2 Saturday, 27 Oct 

2018 01:31:59 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.21)] to MAC address 4c:32:75:7b:08:fc 2 Saturday, 27 Oct 

2018 01:28:24 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.20)] to MAC address 34:08:bc:51:3c:af 1 Saturday, 27 Oct 

2018 01:28:20 

0.0.0.0 0.0.0.0 

[Internet connected] 192.136.236.67 2 Saturday, 27 Oct 

2018 01:28:14 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.22)] to MAC address 08:05:81:d2:70:11 1 Saturday, 27 Oct 

2018 01:27:55 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.25)] to MAC address 34:02:86:e7:b6:ac 1 Saturday, 27 Oct 

2018 01:27:51 

0.0.0.0 0.0.0.0 



[DHCP IP: (192.168.31.23)] to MAC address 60:6d:c7:9f:70:a1 1 Saturday, 27 Oct 

2018 01:27:49 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.22)] to MAC address 08:05:81:d2:70:11 1 Saturday, 27 Oct 

2018 01:27:46 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.24)] to MAC address 00:23:ae:7e:80:34 1 Saturday, 27 Oct 

2018 01:27:42 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.25)] to MAC address 34:02:86:e7:b6:ac 1 Saturday, 27 Oct 

2018 01:27:39 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.23)] to MAC address 60:6d:c7:9f:70:a1 1 Saturday, 27 Oct 

2018 01:27:35 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.22)] to MAC address 08:05:81:d2:70:11 1 Saturday, 27 Oct 

2018 01:27:34 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.24)] to MAC address 00:23:ae:7e:80:34 1 Saturday, 27 Oct 

2018 01:27:32 

0.0.0.0 0.0.0.0 



[DHCP IP: (192.168.31.22)] to MAC address 08:05:81:d2:70:11 2 Saturday, 27 Oct 

2018 01:27:27 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.24)] to MAC address 00:23:ae:7e:80:34 1 Saturday, 27 Oct 

2018 01:27:21 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.20)] to MAC address 34:08:bc:51:3c:af 1 Saturday, 27 Oct 

2018 01:27:18 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.24)] to MAC address 00:23:ae:7e:80:34 1 Saturday, 27 Oct 

2018 01:27:15 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.25)] to MAC address 34:02:86:e7:b6:ac 1 Saturday, 27 Oct 

2018 01:27:12 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.22)] to MAC address 08:05:81:d2:70:11 1 Saturday, 27 Oct 

2018 01:27:08 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.21)] to MAC address 4c:32:75:7b:08:fc 1 Saturday, 27 Oct 

2018 01:27:04 

0.0.0.0 0.0.0.0 



[DHCP IP: (192.168.31.24)] to MAC address 00:23:ae:7e:80:34 1 Saturday, 27 Oct 

2018 01:27:01 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.20)] to MAC address 34:08:bc:51:3c:af 1 Saturday, 27 Oct 

2018 01:26:58 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.23)] to MAC address 60:6d:c7:9f:70:a1 1 Saturday, 27 Oct 

2018 01:26:55 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.25)] to MAC address 34:02:86:e7:b6:ac 1 Saturday, 27 Oct 

2018 01:26:51 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.22)] to MAC address 08:05:81:d2:70:11 1 Saturday, 27 Oct 

2018 01:26:49 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.21)] to MAC address 4c:32:75:7b:08:fc 1 Saturday, 27 Oct 

2018 01:26:46 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.24)] to MAC address 00:23:ae:7e:80:34 1 Saturday, 27 Oct 

2018 01:26:42 

0.0.0.0 0.0.0.0 



[DHCP IP: (192.168.31.20)] to MAC address 34:08:bc:51:3c:af 2 Saturday, 27 Oct 

2018 01:26:39 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.21)] to MAC address 4c:32:75:7b:08:fc 1 Saturday, 27 Oct 

2018 01:26:32 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.23)] to MAC address 60:6d:c7:9f:70:a1 1 Saturday, 27 Oct 

2018 01:26:29 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.22)] to MAC address 08:05:81:d2:70:11 1 Saturday, 27 Oct 

2018 01:26:25 

0.0.0.0 0.0.0.0 

[Time synchronized with ToD server] 1 Saturday, 27 Oct 

2018 01:26:06 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.23)] to MAC address 60:6d:c7:9f:70:a1 1 Saturday, 27 Oct 

2018 01:26:18 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.21)] to MAC address 4c:32:75:7b:08:fc 1 Saturday, 27 Oct 

2018 01:26:13 

0.0.0.0 0.0.0.0 



[DHCP IP: (192.168.31.22)] to MAC address 08:05:81:d2:70:11 1 Saturday, 27 Oct 

2018 01:26:09 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.21)] to MAC address 4c:32:75:7b:08:fc 2 Thursday, 01 Jan 

1970 00:01:46 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.31.20)] to MAC address 34:08:bc:51:3c:af 1 Thursday, 01 Jan 

1970 00:01:35 

0.0.0.0 0.0.0.0 

[Initialized, firmware version: V2.01.26] 1   0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.21)] to MAC address 34:08:bc:51:3c:af 1 Saturday, 27 Oct 

2018 01:19:39 

0.0.0.0 0.0.0.0 

[UPnP set event: urn:schemas-upnp-

org:service:WANIPConnection:1#DeletePortMapping] from source 

192.168.63.24 

1 Saturday, 27 Oct 

2018 00:49:43 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.30)] to MAC address 84:89:ad:9d:30:9c 1 Saturday, 27 Oct 

2018 00:37:06 

0.0.0.0 0.0.0.0 

[LAN access from remote] from 74.82.47.4:34766 to 192.168.63.100:21 1 Saturday, 27 Oct 

2018 00:04:54 

192.168.63.100:21 74.82.47.4:34766 



[DHCP IP: (192.168.63.30)] to MAC address 84:89:ad:9d:30:9c 1 Friday, 26 Oct 2018 

23:37:52 

0.0.0.0 0.0.0.0 

[DoS attack] ICMP Flood from 128.59.21.215 1 Friday, 26 Oct 2018 

23:36:18 

192.136.236.67 128.59.21.215 

[UPnP set event: urn:schemas-upnp-

org:service:WANIPConnection:1#DeletePortMapping] from source 

192.168.63.31 

1 Friday, 26 Oct 2018 

23:14:51 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.29)] to MAC address 74:e2:f5:53:16:7e 3 Friday, 26 Oct 2018 

23:06:38 

0.0.0.0 0.0.0.0 

[DoS attack] ICMP Flood from 206.117.25.90 1 Friday, 26 Oct 2018 

22:29:31 

192.136.236.67 206.117.25.90 

[DHCP IP: (192.168.63.21)] to MAC address 34:08:bc:51:3c:af 1 Friday, 26 Oct 2018 

22:27:49 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.29)] to MAC address 74:e2:f5:53:16:7e 1 Friday, 26 Oct 2018 

22:22:22 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.21)] to MAC address 34:08:bc:51:3c:af 1 Friday, 26 Oct 2018 

22:17:49 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.29)] to MAC address 74:e2:f5:53:16:7e 1 Friday, 26 Oct 2018 

22:07:36 

0.0.0.0 0.0.0.0 



[LAN access from remote] from 107.182.238.150:58656 to 

192.168.63.100:21 

1 Friday, 26 Oct 2018 

22:06:35 

192.168.63.100:21 107.182.238.150:5865

6 

[DoS attack] ICMP Flood from 46.234.125.89 1 Friday, 26 Oct 2018 

22:02:37 

192.136.236.67 46.234.125.89 

[DHCP IP: (192.168.63.29)] to MAC address 74:e2:f5:53:16:7e 1 Friday, 26 Oct 2018 

21:52:50 

0.0.0.0 0.0.0.0 

[DoS attack] ICMP Flood from 192.172.226.146 1 Friday, 26 Oct 2018 

21:48:48 

192.136.236.67 192.172.226.146 

[DHCP IP: (192.168.63.30)] to MAC address 84:89:ad:9d:30:9c 1 Friday, 26 Oct 2018 

21:42:41 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.29)] to MAC address 74:e2:f5:53:16:7e 1 Friday, 26 Oct 2018 

21:38:06 

0.0.0.0 0.0.0.0 

[DoS attack] AIF:Dropped INPUT packet: PROTO:TCP SPT:9520 

DPT:5555 

1 Friday, 26 Oct 2018 

21:29:29 

192.136.236.67 59.12.118.198 

[DHCP IP: (192.168.63.21)] to MAC address 34:08:bc:51:3c:af 1 Friday, 26 Oct 2018 

21:27:48 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.29)] to MAC address 74:e2:f5:53:16:7e 1 Friday, 26 Oct 2018 

21:23:20 

0.0.0.0 0.0.0.0 



[LAN access from remote] from 107.182.238.150:41997 to 

192.168.63.100:20 

1 Friday, 26 Oct 2018 

21:19:00 

192.168.63.100:20 107.182.238.150:4199

7 

[DHCP IP: (192.168.63.29)] to MAC address 74:e2:f5:53:16:7e 1 Friday, 26 Oct 2018 

21:08:34 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.21)] to MAC address 34:08:bc:51:3c:af 1 Friday, 26 Oct 2018 

20:57:50 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.29)] to MAC address 74:e2:f5:53:16:7e 1 Friday, 26 Oct 2018 

20:53:49 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.28)] to MAC address 0c:62:a6:4b:2c:be 1 Friday, 26 Oct 2018 

20:46:25 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.27)] to MAC address b4:8b:19:85:5e:99 1 Friday, 26 Oct 2018 

20:44:10 

0.0.0.0 0.0.0.0 

[DHCP IP: (192.168.63.21)] to MAC address 34:08:bc:51:3c:af 1 Friday, 26 Oct 2018 

20:38:51 

0.0.0.0 0.0.0.0 

[UPnP set event: urn:schemas-upnp-

org:service:WANIPConnection:1#GetSpecificPortMappingEntry] from 

source 192.168.63.24 

1 Friday, 26 Oct 2018 

20:34:46 

0.0.0.0 0.0.0.0 

[UPnP set event: urn:schemas-upnp-

org:service:WANIPConnection:1#GetExternalIPAddress] from source 

192.168.63.24 

1 Friday, 26 Oct 2018 

20:34:44 

0.0.0.0 0.0.0.0 



[UPnP set event: urn:schemas-upnp-

org:service:WANIPConnection:1#AddPortMapping] from source 

192.168.63.24 

1 Friday, 26 Oct 2018 

20:33:13 

0.0.0.0 0.0.0.0 

[UPnP set event: urn:schemas-upnp-

org:service:WANIPConnection:1#GetSpecificPortMappingEntry] from 

source 192.168.63.24 

1 Friday, 26 Oct 2018 

20:33:12 

0.0.0.0 0.0.0.0 

 


