Last

Description Count Y e Target Source

Sat Sep 19 )

[login] from source 192.168.1.143 1 16:24:32 192.168.1.1:8 1?2'168'1'14
2020 0 3:56030
SatSep 19 495 168.1.14

[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 1 16:22:45 30 T 0.0.0.0:0
2020 ’
SatSep 19 0 168.1.17

[DHCP IP: 192.168.1.179] to MAC address 6e:63:0b:bf:91:6b 1 16:22:21 90 U 0.0.0.0:0
2020 ’
Sat Sep 19

[Internet connected] IP address: 68.95.99.220 1 16:21:09 0.0.0.0:.0 0.0.0.0:.0
2020
Sat Sep 19

[Internet disconnected] 1 16:21:.04 0.0.0.0:.0 0.0.0.0:.0
2020
SatSep 19 195 168.1.13

[DHCP IP: 192.168.1.134] to MAC address 44:1c:a8:66:18:41 1 16:09:52 40 R 0.0.0.0:0
2020 ’
SatSep 19 4g5 168 1.41:

[DHCP IP: 192.168.1.41] to MAC address 84:ad:8d:a4:2f:25 1 16:09:03 0 T 00000
2020
Sat Sep 19 )

[login] from source 192.168.1.208 1 16:08:42 192.168.1.1:6 192'168'1'20
2020 0 8:56069
SatSep 19 4 0) 168.1.25

[DHCP IP: 192.168.1.253] to MAC address 64:16:66:85:93:ed 1 16:08:22 30 T 0.0.0.0:0
2020 ’
Sat Sep 19

[WLAN access rejected: incorrect security] from MAC 84.ad:8d:a4:2f.25 1 16:08:16 0.0.0.0:0 0.0.0.0:0
2020
Sat Sep 19 )

[DoS attack] DoSPortScan PROTO:Ilcmp 10 16:08:14 68.98.99.220: 164:162'243'
2020 0 169:0
SatSep 19 o- 168.1.25

[DHCP IP: 192.168.1.253] to MAC address 64:16:66:88:93:ed 1 16:08:01 30 T 0.0.0.0:0
2020 ’
Sat Sep 19 )

[login] from source 192.168.1.208 1 16:07:55 192.168.1.1:8 1_92'168'1'20
2020 0 8:56050
SatSep 19 05 168.1.13

[DHCP IP: 192.168.1.135] to MAC address bc:a5:11:36:1a:51 2 16:07:45 50 T 0.0.0.0:0
2020 ’
Sat Sep 19 )

[login] from source 192.168.1.208 1 16:07:37 192.168.1.1:8/192.168.1.20

2020

0 8:56040



Sat Sep 19

[DHCP IP: 192.168.1.208] to MAC address 3a:4b:9f.df.5a.ee 16:07:13 ;?02'166'1'20 0.0.0.0:.0
2020 )
SatSep 19 or 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:e9:38 16:06:27 60 T 0.0.0.0:0
2020 )
Sat Sep 19

[Time synchronized with NTP server] 16:06:23 0.0.0.0:0 0.0.0.0:0
2020
Sat Sep 19

[Internet connected] IP address: 68.95.99.220 16:06:16 0.0.0.00 0.0.0.00
2020
Sat Sep 19

[Initialized, firmware version: V1.1.0.41] 16:05:54 0.0.0.0:.0 0.0.0.0:.0
2020
SatSep 19 19, 168.1.14

[DHCP IP; 192.168.1.146] to MAC address 64:16:66:c4:29:38 16:05:31 60 T 00.0.0:0
2020 )
Sat Sep 19

[DHCP IP: 192.168.1.253] to MAC address 64:16:66:88:93:ed 15:43:58 ;?02'168'1'25 0.0.0.0.0
2020 )
SatSep19 495 168.1.17

[DHCP IP: 192.168.1.179] to MAC address 6e:63:0b:bf:91:6b 15:43:21 90 T 00,000
2020 )
SatSep 19495 168.1.41:

[DHCP IP: 192.168.1.41] to MAC address 84:ad:8d:a4:2f:25 14:24:02 0 T 00,000
2020
SatSep 19 0) 168.1.21

[DHCP IP: 192.168.1.217] to MAC address 40:49:0f:ab:c3:2f 14:17:24 7:0 T 0.0.0.0:0
2020 )
SatSep 19 g, 168.1.17

[DHCP IP: 192.168.1.179] to MAC address 6e:63:0b:bf:91:6b 14:00:48 90 T 0.0.0.0:0
2020 )
Sat Sep 19

[DHCP IP: 192.168.1.208] to MAC address 3a:4b:97.df-5a:ee 13:11:56 ;_902'166'1'20 0.0.0.0:0
2020 )
SatSep 19 495 168.1.17

[DHCP IP: 192.168.1.179] to MAC address 6e:63:0b:bf:91:6b 13:08:06 90 T 00,000
2020 )
SatSep19 495 168.1.13

[DHCP IP: 192.168.1.134] to MAC address 44:1¢:a8:66:18:41 09:04:34 40 T 00000
2020 )
SatSep 19 0) 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:€9:38 07:40:23 60 T 0.0.0.0:0
2020 )
Sat Sep 19 95 168.1.13

[DHCP IP: 192.168.1.135] to MAC address bc:a5:11:36:1a:51 07:37:36 5.0 T 0.0.0.0:0

2020



Sat Sep 19

192.168.1.13

[DHCP IP: 192.168.1.132] to MAC address 64:16:66:75:fc.6f 1 07.14.24 20 0.0.0.0:0
2020 ’
Sat Sep 19 )
[DoS attack] DoSPortScan PROTO:lcmp 10 06:52:42 68.98.99.220: 184:182'243'
0 169:0
2020
Sat Sep 19 ) )
[DoS attack] SYN Flood SPT:65532 DPT: 11337 1 06:38:58 68.98.99.220:1193.29.13.28:
11337 65532
2020
Sat Sep 19 ) )
[DoS attack] SYN Flood SPT:65532 DPT:3443 1 06:38:57 68.98.99.220:1193.29.13.29:
3443 65532
2020
Sat Sep 19 ) )
[DoS attack] SYN Flood SPT:65532 DPT:3889 1 06:38:57 68.98.99.220:1193.29.13.2:
3889 65532
2020
Sat Sep 19 ) )
[DoS attack] SYN Flood SPT.65532 DPT:9489 1 06:38.57 68.98.99.220:1153.29.13.28:
9489 65532
2020
Sat Sep 19 ) )
[DoS attack] SYN Flood SPT:65532 DPT:3389 1 06:38:56 68.98.99.220:1193.29.13.29:
3389 65532
2020
Sat Sep 19 ) )
[DoS attack] SYN Flood SPT:65532 DPT:54321 1 06:38:56 68.98.99.220:1193.29.13.28:
54321 65532
2020
Sat Sep 19 ) )
[DoS attack] SYN Flood SPT:65532 DPT:48219 1 06:38:56 68.98.99.220:1193.29.13.2:
49219 65532
2020
Sat Sep 19 ) )
[DoS attack] SYN Flood SPT:65532 DPT:53590 1 06:38:55 68.98.99.220:1193.29.13.29:
53990 65532
2020
Sat Sep 19 ) )
[DoS attack] SYN Flood SPT:65532 DPT:60212 1 06:38:55 68.98.99.220:1193.29.13.29:
60212 65532
2020
Sat Sep 19 . .
[DoS attack] SYN Floed SPT:65532 DPT:60212 1 06:38:55 68.98.90.220:1193.29.13.29:
60212 65532
2020
Sat Sep 19 . .
[DoS attack] SYN Floed SPT:65532 DPT:.60212 1 06:38:55 68.93.99.220:1193.29.13.28:
60212 65532
2020
Sat Sep 19
1 03:43.57 ;902'168'1'25 0.0.0.0:0
2020 ’
_ o SatSep 19 05 168.1.21 _
[DHCP IP: 192.168.1.217] to MAC address 40:49:0f.ab:c3:2f 3 021721 7:0 0.0.0.0:0
2020 ’
. P FrisSep 18 4195 168113 _
[DHCP IP: 192.168.1.134] to MAC address 44:1¢:a8:66:18:41 1 21:04:33 40 0.0.0.0:0

2020



Fri Sep 18

192.168.1.17

[DHCP IP: 192.168.1.179] to MAC address 6e:63:0b:bf:91:6b 20:40:12 90 0.0.0.0.0
2020 )
FiSep 18 g5 188.1.14
[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:e9:38 19:40:29 60 T 0.0.0.0:0
2020 )
FriSepi8 19188113
[DHCP IP: 192.168.1.135] to MAC address be:a5:11:36:1a:51 19:37:35 50 0.0.0.0:0
2020 )
_ I FriSep 18 495 168.1.17 _
[DHCP IP: 192.168.1.179] to MAC address 6e:63:0b:bf:91:6b 19:22:10 90 0.0.0.0:0
2020 )
_ o FriSep 18 95 168.1.13 _
[DHCP IP: 192.168.1.132] to MAC address 64:16:66:75:fc:6f 19:14:23 20 0.0.0.0.0
2020 )
Fri Sep 18
[DHCP IP: 192.168.1.208] to MAC address 3a:4b:9f.df.5a.ee 19:06:14 ;?02'166'1'20 0.0.0.0:.0
2020 )
FiSep18 o5 188.1.14
[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 18:52:15 30 0.0.0.0:0
2020 )
FriSep18 192168117
[DHCP IP: 192.168.1.179] to MAC address 6e:63:0b:bf:91:6b 18:22:55 90 0.0.0.0:0
2020 )
_ o FiSep18 192 168,114 _
[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 17:27:36 30 0.0.0.0:0
2020 )
Fri Sep 18 )
[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢:20:7a 16:38:18 ;92'168'1'79' 0.0.0.0:.0
2020
_ I FriSep 18 o) 168.1.17 _
[DHCP IP: 192.168.1.179] to MAC address 6e:63:0b:bf:91:6b 16:31:49 90 0.0.0.0.0
2020 )
FriSep 18 195 168.1.14
[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 16:27:18 3.0 T 0,0.0.0:0
2020 )
Fri Sep 18 .
[DHCP IP: 192.168.1.41] to MAC address 84:ad:8d:a4:2f:25 15:44:37 ;92'168'1'41' 0.0.0.0.0
2020
Fri Sep 18
[DHCP IP: 192.168.1.253] to MAC address 64:16:66:88:93:ed 15:43:57 ;902'168'1'25 0.0.0.0:0
2020 )
_ o FriSep 18 o5 168.1.41: _
[DHCP IP: 192.168.1.41] to MAC address 84:ad:8d:a4:2f.25 15:43:38 0 0.0.0.0.0
2020
Fri Sep 18
[Internet connected] IP address: 68.95.99.220 15:43:21 0.0.0.0:0 0.0.0.0:0

2020



Fri Sep 18

[DHCP IP: 192.168.1.253] to MAC address 64:16:66:85:93.ed 1 15:42:56 ;?02'166'1'25 0.0.0.0:0
2020 ’
Fri Sep 18

[Internet disconnected] 1 15:42:45 0.0.0.0:0 0.0.0.0:0
2020
Fri Sep 18

[DHCP IP: 192.168.1.253] to MAC address 64:16:66:88:93:ed 1 15:41:48 ;902'168'1'25 0.0.0.0:0
2020 ’

_ I FriSep 18 495 168.1.14 _

[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 1 15:22:15 30 0.0.0.0:0
2020 ’
Fri Sep 18

[DHCP IP: 192.168.1.208] to MAC address 3a:4b:9f.df.5a.ee 1 14:58:26 ;902'166'1'20 0.0.0.0:.0
2020 ’

_ o FriSep 18 o) 168.1.41: _

[DHCP IP: 192.168.1.41] to MAC address 84.ad.8d:a4.2f.25 1 14:56:29 0 0.0.0.0:0
2020
Fri Sep 18

[Internet connected] IP address: 68.98.99.220 1 13:38:41 0.0.0.0:0 0.0.0.0:0
2020
Fri Sep 18

[Internet disconnected] 1 13:38:36 0.0.0.0:0 0.0.0.0:0
2020
Fri Sep 18 )

[login] from source 192.168.1.143 1 12:52:56 192.168.1.1:6 192'168'1'14

0 3.57737

2020
Fri Sep 18

[Internet connected] IP address: 68.95.99.220 1 12:18:56 0.0.0.0:.0 0.0.0.0:.0
2020
Fri Sep 18

[Internet disconnected] 1 12:18:50 0.0.0.0:0 0.0.0.0:0
2020
Fri Sep 18 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4c:20:7a 1 12:08:35 ;92'166'1'79' 0.0.0.0:0
2020
FriSep 18 19 166.1.14

[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 3 12:06:39 30 T 0.0.0.0:0
2020 ’
Fri Sep 18

[Internet connected] IP address: 68.98.99.220 1 12:02:58 0.0.0.00 0.0.0.00
2020
Fri Sep 18

[Internet disconnected] 1 12:02:54 0.0.0.0:.0 0.0.0.0:.0
2020
Fri Sep 18 ) )

[login] from source 192.168.1.79 1 12:01:59 192.168.1.1:8[192.168.1.79:

5020 0 51220



FriSep 18 o) 168.1.1:8 192.168.1.79:

[login] from source 192.168.1.79 1 12:01:55 0 51211
2020
Fri Sep 18 ) )
[login] from source 192.168.1.79 1 12:01:39 192.168.1.1:81192.168.1.79:
0 51197
2020
FiSep18 192 168.1.14
[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:¢ce:87:13 1 11:32:48 30 0.0.0.0:0
2020 )
_ o FriSep 18 495 188.1.21 _
[DHCP IP: 192.168.1.217] to MAC address 40:49:0f:ab:c3:2f 1 09:04:47 7:0 0.0.0.0:0
2020 )
_ . FriSep 18 95 168.1.13 _
[DHCP IP: 192.168.1.134] to MAC address 44:1¢:a8:66:18:41 1 09:04:32 40 0.0.0.0.0
2020 )
_ I FriSep 18 o) 168.1.14 _
[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 4 08:35:31 20 0.0.0.0.0
2020 )
Fri Sep 18 )
[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4c:20:7a 1 07:54:25 ;92'168'1'79' 0.0.0.0:0
2020
FriSep18 192 168.1.14
[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:69:38 1 07:40:32 60 T 00,000
2020 )
_ e FriSep18 192168125 _
[DHCP IP: 192.168.1.253] to MAC address 64:16:66:88:93:ed 4 07:38:32 30 0.0.0.0:0
2020 )
_ o FriSep 18 495 468.1.13 _
[DHCP IP: 192.168.1.135] to MAC address bc:a5:11:36:1a:51 1 07:37:35 5.0 0.0.0.0.0
2020 )
_ I FriSep 18 195 168.1.14 _
[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 1 07:37:10 3.0 0.0.0.0.0
2020 )
Fri Sep 18
[Time synchronized with NTP server] 1 07:36:02 0.0.0.0:0 0.0.0.0:0
2020
Fri Sep 18
[Internet connected] IP address: 68.98.99.220 1 07:35:55 0.0.0.0:0 0.0.0.0:0
2020
Fri Sep 18
[Initialized, firmware version: V1.1.0.41] 1 07:35:34 0.0.0.00 0.0.0.00
2020
FriSep 18 495 168.1.14
[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:€9:38 1 07:35:09 60 T 0.0.0.0:0
2020 )
FriSep 18 o) 168.1.14
[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 2 07:29:32 3.0 T 0.0.0.0:0

2020



Fri Sep 18

[DHCP IP; 192.168.1.146] to MAC address 64:16:66:c4:€9:38 07.22:09 é?02'166'1'14 0.0.0.0.0
2020 )
Fri Sep 18 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4c:20:7a 07:15:31 ;92'168'1'79' 0.0.0.0:0
2020
FriSep18 192188113

[DHCP IP: 192.168.1.132] to MAC address 64:16:66:75:fc:6f 07:14:22 20 0.0.0.0:0
2020 )
Fri Sep 18 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢:20:7a 06:32:51 892'168'1'79' 0.0.0.00
2020
Fri Sep 18

[Internet connected] IP address: 68.95.99.220 05:56:56 0.0.0.0:.0 0.0.0.0:.0
2020
Fri Sep 18

[Internet disconnected] 05:56:50 0.0.0.0:.0 0.0.0.0:.0
2020
FiSep18 o5 188.1.21

[DHCP IP: 192.168.1.217] to MAC address 40:49:0f:ab:c3:2f 05:53:15 7:0 0.0.0.0.0
2020 )
FriSep18 192 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:69:38 05:51:57 60 0.0.0.0:0
2020 )
Fri Sep 18 )

[DHCP IP: 192.168.1.41] to MAC address 84:ad:8d:a4:2f:25 04:07:01 ;92'168'1'41' 0.0.0.0:0
2020

_ o FriSep 18 495 168.1.14 _

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:€9:38 03:26:18 6.0 0.0.0.0.0
2020 )
Fri Sep 18 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢c:20:7a 00:45:03 ;92'166'1'79' 0.0.0.0:0
2020
FriSep 18 o) 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:e9:38 00:26:41 50 T 0,0.0.0:0
2020 )
Thu Sep 17 495 168.1.13

[DHCP IP: 192.168.1.134] to MAC address 44:1c:a8:66:18:41 22:00:05 10 T 00,000
2020 )
ThuSep 17 195 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:€9:38 21:52:25 60 T 00,000
2020 )

_ o ThuSep 17 95 168.1.13 _

[DHCP IP: 192.168.1.135] to MAC address bc:a5:11:36:1a:51 20:33:47 5.0 0.0.0.0.0
2020 )
ThuSep 17 190 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:€9:38 20:32:22 6.0 T 0.0.0.0:0

2020



Thu Sep 17

[DoS attack] SYN Flocd SPT.65527 DPT:38383 20:16:20 68.98.99.220:1153.29.13.28:
38383 65527
2020
Thu Sep 17 . .
[DoS attack] SYN Flocd SPT:65527 DPT:56740 20:16:20 68.93.99.220:1193.29.13.28:
56740 65527
2020
Thu Sep 17 ) )
[DoS attack] SYN Flood SPT:65527 DPT:1234 20:16:19 68.98.99.220:1193.29.13.28:
1234 65527
2020
Thu Sep 17 . .
[DoS attack] SYN Flood SPT:65527 DPT:12021 20:16:19 68.98.99.220:1193.29.13.2:
12021 65527
2020
Thu Sep 17 ) )
[DoS attack] SYN Flood SPT:65527 DPT:63392 20:16:19 68.98.99.220:1193.29.13.29:
63392 65527
2020
Thu Sep 17 ) )
[DoS attack] SYN Floed SPT:65527 DPT:10010 20:16:19 68.98.99.220:1153.29.13.28:
10010 65527
2020
Thu Sep 17 . .
[DoS attack] SYN Flood SPT:65527 DPT:63391 20:16:18 68.98.99.220:1193.29.13.29:
63391 65527
2020
Thu Sep 17 ) )
[DoS attack] SYN Flood SPT:65527 DPT:54551 20:16:18 68.98.99.220:1193.29.13.28:
54551 65527
2020
Thu Sep 17 ) )
[DoS attack] SYN Flood SPT:65527 DPT:33777 20:16:18 68.98.99.220:1193.29.13.28:
33777 65527
2020
Thu Sep 17 ) )
[DoS attack] SYN Flood SPT:65527 DPT:9001 20:16:17 68.98.99.220:1193.29.13.29:
9001 65527
2020
Thu Sep 17 )
[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢c:20:7a 19:57:58 ;92'166'1'79' 0.0.0.0:0
2020
. A a0, ThuSep 17 495 168.1.25 _
[DHCP IP: 192.168.1.253] to MAC address 64:16:66:858:93:ed 19:41:29 30 0.0.0.0:0
2020 ’
Thu Sep 17 )
[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4c:20:7a 19:35:32 ;92'168'1'79' 0.0.0.0:0
2020
_ o ThuSep17 195 168.1.13 _
[DHCP IP: 192.168.1.132] to MAC address 64:16:66:75:fc.6f 19:14:21 20 0.0.0.0:0
2020 ’
Thu Sep 17 )
[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢:20:7a 18:51:18 ;92'168'1'79' 0.0.0.0:.0
2020
. Ay, Thu Sep 17195 168.1.21 _
[DHCP IP: 192.168.1.217] to MAC address 40:49:0f.ab:c3:2f 17:53:12 7:0 0.0.0.0:0

2020



Thu Sep 17

[DHCP IP: 192.168.1.41] to MAC address 84.ad.8d:a4.2f.25 15:56:07 ;92'166'1'41' 0.0.0.0:0
2020
Thu Sep 17 )
[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4c:20:7a 15:39:05 ;92'168'1'79' 0.0.0.0:0
2020
ThuSep 17 495 168.1.13
[DHCP IP: 192.168.1.132] to MAC address 64:16:66:75:fc:6f 14:01:15 >0 0.0.0.0:0
2020 ’
Thu Sep 17 )
[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢:20:7a 13:14:10 892'168'1'79' 0.0.0.00
2020
ThuSep 1710 168.1.14
[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 10:50:46 30 T 0.0.0.0:0
2020 ’
_ . ThuSep 1719, 168.1.13 _
[DHCP IP: 192.168.1.134] to MAC address 44:1¢:a8:66:18:41 10:00:04 40 0.0.0.0:0
2020 ’
ThuSep 17 o5 168.1.25
[DHCP IP: 192.168.1.253] to MAC address 64:16:66:88:93:ed 09:38:09 30 T 0.0.0.0:0
2020 ’
Thu Sep 17
[Internet connected] IP address: 68.98.99.220 09:03:06 0.0.0.0:0 0.0.0.0:0
2020
Thu Sep 17
[Internet disconnected] 09:02:59 0.0.0.00 0.0.0.00
2020
Thu Sep 17 )
[login] from source 192.168.1.143 08:50:07 192.168.1.1:8 192'168'1'14
0 3:53942
2020
_ o ThuSep 17195 168.1.25 _
[DHCP IP: 192.168.1.253] to MAC address 64:16:66:85:93:ed 08:47:18 30 0.0.0.0:0
2020 ’
Thu Sep 17
[Internet connected] IP address: 68.98.99.220 08:47:10 0.0.0.0:0 0.0.0.0:0
2020
Thu Sep 17
[Internet disconnected] 08:47:03 0.0.0.0:0 0.0.0.0:0
2020
_ o ThuSep 17 195 168.1.14 _
[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:.ce:87:13 08:34.01 30 0.0.0.0:0
2020 ’
_ o ThuSep 17 95 168.1.13 _
[DHCP IP: 192.168.1.135] to MAC address bc:a5:11:36:1a:51 08:33:46 50 0.0.0.0:0
2020 ’
Thu Sep 17 )
[login] from source 192.168.1.143 08:33:45 192.168.1.1:8/192.168.1.14

2020

0 3:63415



Thu Sep 17

192.168.1.13

[DHCP IP: 192.168.1.135] to MAC address bc:a5:11:36:1a:51 08:33:35 50 0.0.0.0:.0
2020 ’
ThuSep 17195 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:29:38 08:32:25 60 T 0.0.0.0:0
2020 ’
Thu Sep 17 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢:20:7a 08:32:23 ;92'168'1'79' 0.0.0.0:0
2020
Thu Sep 17

[Internet connected] IP address: 68.227.241.88 08:32:15 0.0.0.00 0.0.0.00
2020
Thu Sep 17

[Initialized, firmware version: V1.1.0.41] 08:32:15 0.0.0.0:.0 0.0.0.0:.0
2020
Thu Sep 17

[Time synchronized with NTP server] 08:32:11 0.0.0.0:.0 0.0.0.0:.0
2020
ThuSep 17 o5 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:29:38 08:31:42 60 T 0.0.0.0:0
2020 ’
ThuSep 17 495 168.1.17:

[DHCP IP: 192.168.1.17] to MAC address f4:30:b9:10:56:4f 08:29:37 0 0.0.0.0:0
2020
ThuSep 17 195 168.1.14

[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 08:28:48 30 U 0.0.0.0:0
2020 ’

_ B ThuSep 1719 168.1.17: _

[DHCP IP: 192.168.1.17] to MAC address f4:30:b9:10:56:4f 08:28:16 0 0.0.0.0:0
2020
ThuSep 17 195 168.1.14

[DHCP IP: 192.168.1.143] to MAC address 28:16:ad.ce:87:13 08:26:18 30 T 0.0.0.0:0
2020 ’
ThuSep 17 195 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:29:38 08:16:40 60 R 0.0.0.0:0
2020 ’
Thu Sep 17 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4c:20:7a 07:55:32 ;92'168'1'79' 0.0.0.0:0
2020
ThuSep 17 195 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4.€9:38 07:55:25 60 T 0.0.0.0:0
2020 ’
Thu Sep 17 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢:20:7a 07:54:29 ;92'168'1'79' 0.0.0.0:.0
2020
ThuSep 17 195 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:¢4.€9:38 07:42:05 6:0 T 0.0.0.0:0

2020



Thu Sep 17

192.168.1.14

[DHCP IP: 192.168.1.143] to MAC address 28.16:ad.ce.87:13 07:12:42 30 0.0.0.0:.0
2020 ’
ThuSep 17195 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:29:38 07:12:08 60 T 0.0.0.0:0
2020 ’
Thu Sep 17 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢:20:7a 07:09:55 ;92'168'1'79' 0.0.0.0:0
2020
ThuSep 17 195 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4.€9:38 07:00:15 6:0 U 0.0.0.0:0
2020 ’
ThuSep 1795 168.1.25

[DHCP IP: 192.168.1.253] to MAC address 64:16:66:85:93:ed 06:17:00 30 T 0.0.0.0:0
2020 ’
ThuSep 17 19 168.1.21

[DHCP IP: 192.168.1.217] to MAC address 40:49:0f.ab:c3:2f 05:53:11 7.0 T 0.0.0.0:0
2020 ’
ThuSep 17 o5 168.1.13

[DHCP IP: 192.168.1.135] to MAC address bc:a5:11:36:1a:51 05:47:57 50 T 0.0.0.0:0
2020 ’
ThuSep 17 495 168.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:29:38 05:46:11 60 T 0.0.0.0:0
2020 ’
Wed Sep 16 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢:20:7a 21:26:16 892'168'1'79' 0.0.0.00
2020
Wed Sep 16 0, 168.1.41:

[DHCP IP: 192.168.1.41] to MAC address 84.ad:8d:a4.2f.25 19:11:34 0 T 0.0.0.00
2020
Wed Sep 16 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢c:20:7a 18:58:50 ;92'166'1'79' 0.0.0.0:0
2020
Wed Sep 16195 168.1.41:

[DHCP IP: 192.168.1.41] to MAC address 84:ad:8d:a4:2f:25 18:42:26 0 T 0.0.0.0:0
2020
Wed Sep 16 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4c:20:7a 18:34:39 ;92'168'1'79' 0.0.0.0:0
2020
Wed Sep 16

[Internet connected] IP address: 68.227.241.88 18:32:48 0.0.0.00 0.0.0.00
2020
Wed Sep 16

[Internet disconnected] 18:32:42 0.0.0.0:.0 0.0.0.0:.0
2020
Wed Sep 1610, 168.1.41:

[DHCP IP: 192.168.1.41] to MAC address 84.ad:8d:a4.2f.25 18:29:06 0 ST 00000

2020



Wed Sep 16

[DHCP IP: 192.168.1.253] to MAC address 64:16:66:85:93.ed 18:16:59 ;?02'166'1'25 0.0.0.0:0
2020 ’
Wed Sep 16

[Internet connected] IP address: 68.227.241.88 18:16:51 0.0.0.0:0 0.0.0.0:0
2020
Wed Sep 16

[Internet disconnected] 18:16:46 0.0.0.0:0 0.0.0.0:0
2020
Wed Sep 16195 168.1.41:

[DHCP IP: 192.168.1.41] to MAC address 84.ad:8d:a4.2f:25 18:16:06 0 00000
2020
Wed Sep 16

[Internet connected] IP address: 68.3.72.10 18:00:57 0.0.0.0:.0 0.0.0.0:.0
2020
Wed Sep 16

[Internet connected] IP address: 68.3.72.10 18:00:57 0.0.0.0:.0 0.0.0.0:.0
2020
Wed Sep 16

[Internet connected] IP address: 68.3.72.10 18:00:57 0.0.0.0:0 0.0.0.0:0
2020
Wed Sep 16 145 165 1.21

[DHCP IP: 192.168.1.217] to MAC address 40:49:0f:ab:c3:2f 17:53:10 70 T 0.0.0.0:0
2020 ’
Wed Sep 16 155 165.1.41-

[DHCP IP: 192.168.1.41] to MAC address 84:ad:8d:a4.2f:25 17:50:58 0 00000
2020
Wed Sep 16 o fe80::100f.dc

[login] from source fe80::100f:dc36:78a9:a32a 17:48:44 ffea401'j?§$2"_3595f 36:78a9:a32a
2020 ) ) 765063
Wed Sep 16 155 168,113

[DHCP IP: 192.168.1.133] to MAC address 84:ad:8d:a4:2f.25 17:48:25 30 T 0.0.0.0:0
2020 ’
Wed Sep 16155 168,113

[DHCP IP: 192.168.1.135] to MAC address bc:a5:11:36:1a:51 17:47.57 50 R 0.0.0.0:0
2020 ’
Wed Sep 16 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4c:20:7a 17:47:16 ;92'168'1'79' 0.0.0.0:0
2020
Wed Sep 16

[Time synchronized with NTP server] 17:46:22 0.0.0.00 0.0.0.00
2020
Wed Sep 16

[Time synchronized with NTP server fail] 17:46:20 0.0.0.0:.0 0.0.0.0:.0
2020
Wed Sep 16155 168,114

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:¢4.€9:38 17:46:16 6:0 T 0.0.0.0:0

2020



Wed Sep 16

[Internet connected] IP address: 68.3.72.10 17.46:05 0.0.0.0:.0 0.0.0.0:.0
2020
Wed Sep 16
[Initialized, firmware version: V1.1.0.41] 17:45:42 0.0.0.0:0 0.0.0.0:0
2020
ThuMay 21 192 168.1.14
[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:¢9:38 021832 oo 00.0.00
2020 :
Wed Sep 16 195 168,125
[DHCP IP: 192.168.1.253] to MAC address 64:16:66:88:93:ed 174233 o7 00000
2020 :
Wed Sep 16
[Internet connected] IP address: 68.3.72.10 17:40:29 0.0.0.0:.0 0.0.0.0:.0
2020
Wed Sep 16
[Internet disconnected] 17.40:25 0.0.0.0:.0 0.0.0.0:.0
2020
Wed Sep 16
[Internet connected] IP address: 24.255.43.141 17:24:34 0.0.0.0:0 0.0.0.0:0
2020
Wed Sep 16
[Internet disconnected] 17:24:29 0.0.0.0:0 0.0.0.0:0
2020
Wed Sep 16145 165113
[DHCP IP: 192.168.1.134] to MAC address 44:1c:a8:66:18:41 172140 T 00000
2020 :
Wed Sep 16 195 165,114
[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 171945 00,0000
2020 :
Wed Sep 1610, 168.1.17:
[DHCP IP: 192.168.1.17] to MAC address f4:30:9:10:56:4f 17184 S0 0.0000
2020
Wed Sep 16 . fe80::100f.dc
[login] from source fe80::100f:dc36:78a9:a32a 17:17:54 ffes4°1'j?§$2'_°§gf 36:78a9:a32a
2020 ASHLARIESY 4500
Wed Sep 16 195 168,113
[DHCP IP: 192.168.1.133] to MAC address 84:ad:8d:a4:2f:25 174749 o 0.0000
2020 :
Wed Sep 16 . fe80::100f:.dc
[login] from source fe80::100f:dc36:78a9:a32a 17:11:29 ffeg401'j?§$2'_°§;f 36:78a9:a32a
2020 AORLARIESY 57605
Wed Sep 16 o fe80::100f.dc
[login] from source fe80::100f:dc36:78a9:a32a 17:11:06 ffea401'j?§$2"_3595f 36:78a9:a32a
2020 ACRLADIESY 7577
Wed Sep 16 . fe80::100f.dc
[login] from source fe80::100f:dc36:78a9:a32a 17:11:01 ffeaﬁ'j?gfz'fgf 36:78a9:a32a
2020 ASATARESY 57570



Wed Sep 16 fe80:a36-cOff fe80::100f.dc

[login] from source fe80::100f.dc36.78a9:.a32a 1 28.2100.57 fed1-1bf2-80 :3567.2229.5132&1
Wed Sep 16 195 165.1.14

[DHCP IP: 192.168.1.146] to MAC address 64:16:66:c4:29:38 1 17:10:50 60 T 0.0.0.0:0
2020 ’
Wed Sep 16 . fe80::100f:.dc

[login] from source fe80::100f:dc36:78a9:a32a 1 17:10:39 ffe8401'j?§$2'_°§;f 36:78a9:a32a
2020 ) ) 7 57558
Wed Sep 16 195 168,113

[DHCP IP: 192.168.1.135] to MAC address bc:a5:11:36:1a:51 1 17:10:36 50 U 0.0.0.0:0
2020 ’

_ . Wed Sep 16195 168,125 _

[DHCP IP: 192.168.1.253] to MAC address 64:16:66:85:93:ed 2 17:10:27 30 0.0.0.0:0
2020 ’
Wed Sep 16 155 168,113

[DHCP IP: 192.168.1.135] to MAC address bc.a5:11:36:1a:51 2 17:10:19 50 T 0.0.0.0:0
2020 ’
Wed Sep 16 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4c:20:7a 1 17:10:04 ;92'168'1'79' 0.0.0.0:0
2020
Wed Sep 16 145 165114

[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 1 17:09:53 30 T 0.0.0.0:0
2020 ’
Wed Sep 16

[Internet connected] IP address: 24.255.43.141 1 17:08:40 0.0.0.00 0.0.0.00
2020
Wed Sep 16

[Internet connected] IP address: 24.255.43.141 1 17:08:40 0.0.0.0:.0 0.0.0.0:.0
2020
Wed Sep 16

[Internet connected] IP address: 24.255.43.141 1 17:08:40 0.0.0.0:0 0.0.0.0:0
2020
Wed Sep 16

[Internet connected] IP address: 24.255.43.141 1 17:08:40 0.0.0.0:0 0.0.0.0:0
2020
Wed Sep 16

[Internet connected] IP address: 24.255.43.141 1 17:08:40 0.0.0.0:0 0.0.0.0:0
2020
Wed Sep 16

[Internet connected] IP address: 24.255.43.141 1 17:08:40 0.0.0.00 0.0.0.00
2020
Wed Sep 16

[Internet connected] IP address: 24.255.43.141 1 17:08:40 0.0.0.0:.0 0.0.0.0:.0
2020
Wed Sep 16 155 168,113

[DHCP IP: 192.168.1.133] to MAC address 84:ad:8d:a4:2f.25 2 17:03:02 30 T 0.0.0.0:0

2020



Wed Sep 16

[DHCP IP: 192.168.1.253] to MAC address 64:16:66:85:93.ed 17:02:54 ;?02'166'1'25 0.0.0.0:0
2020 ’
Wed Sep 16 195 168.1.13

[DHCP IP: 192.168.1.135] to MAC address bc:a5:11:36:1a:51 17:02:46 50 T 0.0.0.0:0
2020 ’
Wed Sep 16 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢:20:7a 17:02:29 ;92'168'1'79' 0.0.0.0:0
2020
Wed Sep 16 195 165,114

[DHCP IP: 192.168.1.143] to MAC address 28:16:ad:ce:87:13 17:02:26 30 U 0.0.0.0:0
2020 ’
Wed Sep 16 )

[DHCP IP: 192.168.1.79] to MAC address cc:d2:81:4¢:20:7a 16:56:12 ;92'166'1'79' 0.0.0.0:.0
2020
Wed Sep 16

[Time synchronized with NTP server] 16:55:58 0.0.0.0:.0 0.0.0.0:.0
2020
Wed Sep 16

[Internet connected] IP address: 24.255.43.141 15:55:41 0.0.0.0:0 0.0.0.0:0
2020
Thu May 21

[Initialized, firmware version: V1.1.0.41] 01:15:59 0.0.0.0:.0 0.0.0.0:.0
2020

-



