
[admin login] from source 192.168.1.12, Sunday, April 19,2020 18:24:19  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 18:17:29  
[admin login] from source 192.168.1.12, Sunday, April 19,2020 18:14:36  
[admin login] from source 192.168.1.12, Sunday, April 19,2020 18:08:19  
[DHCP IP: (192.168.1.12)] to MAC address 74:DF:BF:24:84:78, Sunday, April 19,2020 18:08:13  
[DoS attack: RST Scan] from source: 17.248.141.106:443, Sunday, April 19,2020 17:55:42  
[DoS attack: RST Scan] from source: 172.217.9.142:443, Sunday, April 19,2020 17:52:31  
[DoS attack: ICMP Flood] from source: 216.52.192.110, Sunday, April 19,2020 17:37:28  
[DHCP IP: (192.168.1.11)] to MAC address 90:81:2A:F1:F2:60, Sunday, April 19,2020 17:29:35  
[DoS attack: ICMP Flood] from source: 64.94.1.145, Sunday, April 19,2020 17:27:14  
[DoS attack: RST Scan] from source: 216.58.194.78:443, Sunday, April 19,2020 17:25:07  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 17:24:12  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 17:23:40  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 17:22:40  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 17:22:06  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 17:21:52  
[DoS attack: RST Scan] from source: 172.217.2.238:443, Sunday, April 19,2020 17:21:17  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 17:20:41  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 17:20:09  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 17:19:27  
[DoS attack: RST Scan] from source: 23.64.147.142:443, Sunday, April 19,2020 17:17:28  
[UPnP set event:AddPortMapping] from source 192.168.1.135, Sunday, April 19,2020 17:17:27  
[UPnP set event:DeletePortMapping] from source 192.168.1.135, Sunday, April 19,2020 
17:17:27  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 17:08:46  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 17:08:44  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 17:06:33  
[DoS attack: RST Scan] from source: 17.248.141.76:443, Sunday, April 19,2020 17:01:25  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 17:00:20  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:59:32  
[DoS attack: RST Scan] from source: 99.86.100.52:443, Sunday, April 19,2020 16:58:50  
[DoS attack: RST Scan] from source: 17.248.141.43:443, Sunday, April 19,2020 16:58:09  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:56:09  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:55:29  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:54:29  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:53:53  
[DHCP IP: (192.168.1.9)] to MAC address 7C:D1:C3:F1:C2:63, Sunday, April 19,2020 16:53:41  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:52:48  
[DoS attack: RST Scan] from source: 17.57.12.11:443, Sunday, April 19,2020 16:50:59  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:50:46  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:48:32  
[DoS attack: RST Scan] from source: 31.13.93.26:443, Sunday, April 19,2020 16:48:24  
[DoS attack: RST Scan] from source: 17.248.141.73:443, Sunday, April 19,2020 16:47:31  



[DHCP IP: (192.168.1.2)] to MAC address 14:60:CB:6D:72:C8, Sunday, April 19,2020 16:44:24  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:43:10  
[WLAN access rejected: incorrect security] from MAC address 94:16:25:b5:f4:ed, Sunday, April 
19,2020 16:41:45  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:40:29  
[DoS attack: RST Scan] from source: 23.193.20.27:443, Sunday, April 19,2020 16:35:59  
[DoS attack: RST Scan] from source: 17.248.141.74:443, Sunday, April 19,2020 16:31:42  
[LAN access from remote] from 185.34.107.129:3075 to 192.168.1.135:3074, Sunday, April 
19,2020 16:24:55  
[UPnP set event:AddPortMapping] from source 192.168.1.135, Sunday, April 19,2020 16:24:46  
[DHCP IP: (192.168.1.135)] to MAC address 0C:FE:45:C5:51:C8, Sunday, April 19,2020 
16:24:03  
[DoS attack: RST Scan] from source: 17.142.169.199:443, Sunday, April 19,2020 16:23:51  
[DHCP IP: (192.168.1.2)] to MAC address 14:60:CB:6D:72:C8, Sunday, April 19,2020 16:23:36  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:21:17  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:21:16  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:20:10  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 16:17:30  
[DHCP IP: (192.168.1.2)] to MAC address 14:60:CB:6D:72:C8, Sunday, April 19,2020 16:17:09  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:16:56  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:13:18  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:11:04  
[DoS attack: RST Scan] from source: 17.142.169.199:443, Sunday, April 19,2020 16:09:40  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:06:34  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:04:33  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 16:00:44  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:59:44  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:57:33  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:50:50  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:50:12  
[DHCP IP: (192.168.1.9)] to MAC address 7C:D1:C3:F1:C2:63, Sunday, April 19,2020 15:49:25  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:47:23  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:46:03  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:45:32  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:44:51  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:44:33  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:44:20  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:43:06  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:43:05  
[DoS attack: RST Scan] from source: 17.248.141.80:443, Sunday, April 19,2020 15:42:37  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:34:20  
[Time synchronized with NTP server time-b.netgear.com] Sunday, April 19,2020 15:34:00  
[Internet connected] IP address: 72.46.202.37, Sunday, April 19,2020 15:33:40  



[Internet disconnected] Sunday, April 19,2020 15:33:38  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:33:32  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 15:32:54  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 15:32:51  
[Internet connected] IP address: 192.168.100.10, Sunday, April 19,2020 15:32:49  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 15:32:36  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:31:08  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:31:07  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:21:54  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:19:24  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:18:13  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:15:27  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:14:27  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:13:17  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:13:16  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:10:26  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:06:31  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 15:05:04  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:59:25  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:55:28  
[DoS attack: RST Scan] from source: 17.248.141.44:443, Sunday, April 19,2020 14:53:29  
[DHCP IP: (192.168.1.9)] to MAC address 7C:D1:C3:F1:C2:63, Sunday, April 19,2020 14:48:04  
[UPnP set event:AddPortMapping] from source 192.168.1.135, Sunday, April 19,2020 14:47:18  
[UPnP set event:DeletePortMapping] from source 192.168.1.135, Sunday, April 19,2020 
14:47:18  
[DHCP IP: (192.168.1.135)] to MAC address 0C:FE:45:C5:51:C8, Sunday, April 19,2020 
14:45:55  
[UPnP set event:AddPortMapping] from source 192.168.1.135, Sunday, April 19,2020 14:44:47  
[DHCP IP: (192.168.1.135)] to MAC address 0C:FE:45:C5:51:C8, Sunday, April 19,2020 
14:43:03  
[DHCP IP: (192.168.1.135)] to MAC address 0C:FE:45:C5:51:C8, Sunday, April 19,2020 
14:42:57  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 14:41:24  
[DHCP IP: (192.168.1.135)] to MAC address 0C:FE:45:C5:51:C8, Sunday, April 19,2020 
14:41:10  
[DHCP IP: (192.168.1.135)] to MAC address 0C:FE:45:C5:51:C8, Sunday, April 19,2020 
14:41:08  
[DHCP IP: (192.168.1.10)] to MAC address AC:89:95:28:4F:09, Sunday, April 19,2020 14:40:30  
[DHCP IP: (192.168.1.10)] to MAC address AC:89:95:28:4F:09, Sunday, April 19,2020 14:40:25  
[LAN access from remote] from 52.40.62.101:3479 to 192.168.1.135:9308, Sunday, April 
19,2020 14:39:08  
[UPnP set event:AddPortMapping] from source 192.168.1.135, Sunday, April 19,2020 14:39:07  
[UPnP set event:AddPortMapping] from source 192.168.1.135, Sunday, April 19,2020 14:38:59  



[DHCP IP: (192.168.1.135)] to MAC address 0C:FE:45:C5:51:C8, Sunday, April 19,2020 
14:38:56  
[LAN access from remote] from 52.40.62.49:3479 to 192.168.1.135:9308, Sunday, April 
19,2020 14:37:13  
[UPnP set event:AddPortMapping] from source 192.168.1.135, Sunday, April 19,2020 14:37:11  
[UPnP set event:AddPortMapping] from source 192.168.1.135, Sunday, April 19,2020 14:37:11  
[DHCP IP: (192.168.1.135)] to MAC address 0C:FE:45:C5:51:C8, Sunday, April 19,2020 
14:37:08  
[DoS attack: RST Scan] from source: 17.248.141.100:443, Sunday, April 19,2020 14:34:56  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:33:20  
[WLAN access rejected: incorrect security] from MAC address 94:16:25:b5:f4:ed, Sunday, April 
19,2020 14:32:42  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:31:50  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:31:09  
[WLAN access rejected: incorrect security] from MAC address 94:16:25:b5:f4:ed, Sunday, April 
19,2020 14:30:00  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:28:21  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:26:53  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:26:32  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:24:51  
[DoS attack: RST Scan] from source: 17.32.194.34:443, Sunday, April 19,2020 14:19:29  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:17:45  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:16:52  
[WLAN access rejected: incorrect security] from MAC address 94:16:25:b5:f4:ed, Sunday, April 
19,2020 14:16:16  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:15:56  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:15:07  
[WLAN access rejected: incorrect security] from MAC address 94:16:25:b5:f4:ed, Sunday, April 
19,2020 14:12:42  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:12:22  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:10:41  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 14:09:38  
[DoS attack: RST Scan] from source: 31.13.93.19:443, Sunday, April 19,2020 14:08:23  
[DoS attack: RST Scan] from source: 31.13.93.19:443, Sunday, April 19,2020 13:48:38  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:42:08  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:40:30  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:39:11  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:38:32  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:37:05  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:36:04  
[DoS attack: RST Scan] from source: 172.255.6.140:443, Sunday, April 19,2020 13:34:28  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:34:15  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:32:27  



[DoS attack: RST Scan] from source: 51.195.21.148:443, Sunday, April 19,2020 13:31:51  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:30:15  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:29:50  
[DHCP IP: (192.168.1.9)] to MAC address 7C:D1:C3:F1:C2:63, Sunday, April 19,2020 13:28:22  
[DoS attack: RST Scan] from source: 104.24.104.216:443, Sunday, April 19,2020 13:27:43  
[DoS attack: RST Scan] from source: 17.57.12.11:443, Sunday, April 19,2020 13:24:48  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 13:24:34  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 13:23:44  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 13:22:57  
[DoS attack: RST Scan] from source: 51.195.21.149:443, Sunday, April 19,2020 13:19:13  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:13:41  
[DHCP IP: (192.168.1.8)] to MAC address 94:16:25:B5:F4:ED, Sunday, April 19,2020 13:12:46  
[DoS attack: RST Scan] from source: 17.57.12.11:443, Sunday, April 19,2020 13:12:29  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 13:10:26  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 13:02:15  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 12:59:20  
[DoS attack: RST Scan] from source: 17.248.141.10:443, Sunday, April 19,2020 12:57:31  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 12:56:41  
[WLAN access rejected: incorrect security] from MAC address e0:89:7e:dc:4f:d6, Sunday, April 
19,2020 12:56:25  
[DoS attack: RST Scan] from source: 17.248.141.107:443, Sunday, April 19,2020 12:49:09  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 12:48:12  
[WLAN access rejected: incorrect security] from MAC address e0:89:7e:dc:4f:d6, Sunday, April 
19,2020 12:47:58  
[DoS attack: RST Scan] from source: 172.255.6.153:443, Sunday, April 19,2020 12:46:47  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 12:44:00  
[DoS attack: RST Scan] from source: 51.195.5.185:443, Sunday, April 19,2020 12:37:01  
[DoS attack: RST Scan] from source: 17.253.3.209:443, Sunday, April 19,2020 11:54:27  
[DHCP IP: (192.168.1.4)] to MAC address 00:5B:94:1E:58:F8, Sunday, April 19,2020 11:50:59  
[DHCP IP: (192.168.1.7)] to MAC address F0:F0:A4:38:3B:66, Sunday, April 19,2020 11:34:47  
[DoS attack: RST Scan] from source: 17.248.131.206:443, Sunday, April 19,2020 11:33:44  
[DoS attack: RST Scan] from source: 17.248.141.45:443, Sunday, April 19,2020 11:24:47  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 11:17:29  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 11:06:43  
[DoS attack: RST Scan] from source: 17.253.3.205:443, Sunday, April 19,2020 11:05:30  
[DoS attack: RST Scan] from source: 31.13.93.63:443, Sunday, April 19,2020 10:57:34  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 10:50:25  
[DoS attack: RST Scan] from source: 38.122.56.118:443, Sunday, April 19,2020 10:45:01  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 10:44:41  
[DoS attack: RST Scan] from source: 38.122.56.118:443, Sunday, April 19,2020 10:43:10  
[DoS attack: RST Scan] from source: 99.86.86.118:443, Sunday, April 19,2020 10:42:48  
[DoS attack: RST Scan] from source: 38.122.56.118:443, Sunday, April 19,2020 10:41:26  
[DoS attack: RST Scan] from source: 17.253.119.201:443, Sunday, April 19,2020 10:40:45  



[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 10:40:34  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 10:39:56  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 10:24:21  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 10:21:34  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 10:20:47  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 10:20:44  
[DoS attack: RST Scan] from source: 17.57.12.11:443, Sunday, April 19,2020 10:20:15  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 10:20:03  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 10:19:57  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 10:18:52  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 10:18:08  
[DoS attack: RST Scan] from source: 172.217.9.142:443, Sunday, April 19,2020 10:09:48  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 10:04:32  
[WLAN access rejected: incorrect security] from MAC address e0:89:7e:dc:4f:d6, Sunday, April 
19,2020 10:04:17  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 09:57:09  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 09:55:07  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 09:50:53  
[DoS attack: RST Scan] from source: 172.217.6.142:443, Sunday, April 19,2020 09:41:32  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 09:41:06  
[DoS attack: RST Scan] from source: 173.194.223.139:443, Sunday, April 19,2020 09:33:21  
[DoS attack: RST Scan] from source: 172.253.125.101:443, Sunday, April 19,2020 09:24:46  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 09:18:17  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 09:18:02  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 09:16:11  
[LAN access from remote] from 185.34.107.129:3075 to 192.168.1.135:3074, Sunday, April 
19,2020 09:14:53  
[UPnP set event:AddPortMapping] from source 192.168.1.135, Sunday, April 19,2020 09:14:53  
[DoS attack: RST Scan] from source: 17.248.141.78:443, Sunday, April 19,2020 09:14:10  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 09:13:49  
[LAN access from remote] from 52.40.62.45:3479 to 192.168.1.135:9308, Sunday, April 
19,2020 09:13:06  
[UPnP set event:AddPortMapping] from source 192.168.1.135, Sunday, April 19,2020 09:13:06  
[UPnP set event:AddPortMapping] from source 192.168.1.135, Sunday, April 19,2020 09:13:06  
[DHCP IP: (192.168.1.135)] to MAC address 0C:FE:45:C5:51:C8, Sunday, April 19,2020 
09:13:05  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 09:12:11  
[DoS attack: RST Scan] from source: 172.217.1.142:443, Sunday, April 19,2020 09:02:31  
[DoS attack: RST Scan] from source: 17.248.141.42:443, Sunday, April 19,2020 08:59:11  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 08:50:27  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 08:50:25  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 08:37:25  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 08:35:28  



[WLAN access rejected: incorrect security] from MAC address e0:89:7e:dc:4f:d6, Sunday, April 
19,2020 08:35:12  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 08:33:15  
[DHCP IP: (192.168.1.6)] to MAC address 98:E7:F4:8A:FD:C0, Sunday, April 19,2020 08:33:09  
[DHCP IP: (192.168.1.2)] to MAC address 14:60:CB:6D:72:C8, Sunday, April 19,2020 08:32:59  
[WLAN access rejected: incorrect security] from MAC address e0:89:7e:dc:4f:d6, Sunday, April 
19,2020 08:32:57  
[DoS attack: RST Scan] from source: 51.68.161.29:443, Sunday, April 19,2020 08:25:46  
[DoS attack: RST Scan] from source: 38.104.84.62:443, Sunday, April 19,2020 08:14:35  
[DoS attack: RST Scan] from source: 51.89.192.129:443, Sunday, April 19,2020 08:11:50  
[DoS attack: RST Scan] from source: 31.13.93.35:443, Sunday, April 19,2020 08:09:27  
[DoS attack: RST Scan] from source: 17.248.141.9:443, Sunday, April 19,2020 08:07:31  
[DoS attack: RST Scan] from source: 17.248.141.40:443, Sunday, April 19,2020 07:59:57  
[DoS attack: RST Scan] from source: 51.89.192.129:443, Sunday, April 19,2020 07:57:47  
[DoS attack: RST Scan] from source: 17.248.141.45:443, Sunday, April 19,2020 07:56:25  
[DoS attack: RST Scan] from source: 51.195.11.30:443, Sunday, April 19,2020 07:48:27  
[DoS attack: RST Scan] from source: 51.68.186.37:443, Sunday, April 19,2020 07:43:45  
[DoS attack: RST Scan] from source: 172.217.2.225:443, Sunday, April 19,2020 07:34:08  
[DHCP IP: (192.168.1.5)] to MAC address 60:6B:FF:AE:D5:59, Sunday, April 19,2020 07:33:47  
[DoS attack: RST Scan] from source: 216.58.193.138:443, Sunday, April 19,2020 07:27:22  
[DoS attack: RST Scan] from source: 17.248.141.74:443, Sunday, April 19,2020 07:11:23  
[DoS attack: RST Scan] from source: 51.68.186.37:443, Sunday, April 19,2020 07:08:45  
[DHCP IP: (192.168.1.4)] to MAC address 00:5B:94:1E:58:F8, Sunday, April 19,2020 06:45:08  
[DHCP IP: (192.168.1.3)] to MAC address E0:89:7E:DC:4F:D6, Sunday, April 19,2020 06:42:26  
[Time synchronized with NTP server time-b.netgear.com] Sunday, April 19,2020 06:39:53  
[Internet connected] IP address: 72.46.202.37, Sunday, April 19,2020 06:39:38  
[Internet disconnected] Sunday, April 19,2020 06:39:32  
[DHCP IP: (192.168.1.2)] to MAC address 14:60:CB:6D:72:C8, Sunday, April 19,2020 06:39:25  
[Internet connected] IP address: 192.168.100.10, Sunday, April 19,2020 06:39:06  
[Internet disconnected] Sunday, April 19,2020 06:39:01  
[Initialized, firmware version: V1.1.0.86_1.0.1 ] Sunday, April 19,2020 06:38:51  


