client1.log
C:\Users\SHolmgren\OpenVPN\log\

Page:1/8
Last modification: 2023-11-07 04:44:30

2023-11-07 04:29:21 WARNING: Compression for receiving enabled. Compression has
been used in the past to break encryption. Sent packets are not compressed unless
"allow—-compression yes" is also set.

2023-11-07 04:29:21 us=468000 DEPRECATED OPTION:

——cipher set to 'AES-128-CBC'

but missing in --data-ciphers (AES-256-GCM:AES-128-GCM). OpenVPN ignores —--cipher
for cipher negotiations.

2023-11-07 04:29:21 us=468000 Note: '—-allow-compression' is not set to 'no',
disabling data channel offload.

2023-11-07 04:29:21 us=468000 Current Parameter Settings:
2023-11-07 04:29:21 us=468000 config = 'clientl.ovpn'
2023-11-07 04:29:21 us=468000 mode = 0

2023-11-07 04:29:21 us=468000 show_ciphers = DISABLED
2023-11-07 04:29:21 us=468000 show_digests = DISABLED
2023-11-07 04:29:21 us=468000 show_engines = DISABLED
2023-11-07 04:29:21 us=468000 genkey = DISABLED

2023-11-07 04:29:21 us=468000 genkey_filename = ' [UNDEF]'
2023-11-07 04:29:21 us=468000 key_pass_file = '[UNDEF]'
2023-11-07 04:29:21 us=468000 show_tls_ciphers = DISABLED
2023-11-07 04:29:21 us=468000 connect_retry_max = 0
2023-11-07 04:29:21 us=468000 Connection profiles [0]:
2023-11-07 04:29:21 us=468000 proto = udp

2023-11-07 04:29:21 us=468000 local = '[UNDEF]'

2023-11-07 04:29:21 us=468000 local_port = '[UNDEF]'
2023-11-07 04:29:21 us=468000 remote = 'XXX.XXX.XXX.XXX'
2023-11-07 04:29:21 us=468000 remote_port = '12974"
2023-11-07 04:29:21 us=468000 remote_float = DISABLED
2023-11-07 04:29:21 us=468000 bind_defined = DISABLED
2023-11-07 04:29:21 us=468000 bind_local = DISABLED
2023-11-07 04:29:21 us=468000 bind_ipv6_only = DISABLED
2023-11-07 04:29:21 us=468000 connect_retry_seconds = 1
2023-11-07 04:29:21 us=468000 connect_timeout = 120
2023-11-07 04:29:21 us=468000 socks_proxy_server = '[UNDEF]'
2023-11-07 04:29:21 us=468000 socks_proxy_port = '[UNDEF]'
2023-11-07 04:29:21 us=468000 tun_mtu = 1500

2023-11-07 04:29:21 us=468000 tun_mtu_defined = ENABLED
2023-11-07 04:29:21 us=468000 link_mtu = 1500

2023-11-07 04:29:21 us=468000 link_mtu_defined = DISABLED
2023-11-07 04:29:21 us=468000 tun_mtu_extra = 32

2023-11-07 04:29:21 us=468000 tun_mtu_extra_defined = ENABLED
2023-11-07 04:29:21 us=468000 tls_mtu = 1250

2023-11-07 04:29:21 us=468000 mtu_discover_type = -1
2023-11-07 04:29:21 us=468000 fragment = 0

2023-11-07 04:29:21 us=468000 mssfix = 1492

2023-11-07 04:29:21 us=468000 mssfix_encap = ENABLED
2023-11-07 04:29:21 us=468000 mssfix_fixed = DISABLED
2023-11-07 04:29:21 us=468000 explicit_exit_notification = 0
2023-11-07 04:29:21 us=468000 tls_auth_file = '[UNDEF]'
2023-11-07 04:29:21 us=468000 key_direction = not set
2023-11-07 04:29:21 us=468000 tls_crypt_file = '[UNDEF]'
2023-11-07 04:29:21 us=468000 tls_crypt_v2_file = '[UNDEF]'
2023-11-07 04:29:21 us=468000 Connection profiles END
2023-11-07 04:29:21 us=468000 remote_random = DISABLED
2023-11-07 04:29:21 us=468000 ipchange = '[UNDEF]'

2023-11-07 04:29:21 us=468000 dev = 'tap'

2023-11-07 04:29:21 us=468000 dev_type = '[UNDEF]'

2023-11-07 04:29:21 us=468000 dev_node = 'NETGEAR-VPN'
2023-11-07 04:29:21 us=468000 tuntap_options.disable_dco = ENABLED
2023-11-07 04:29:21 us=468000 lladdr = ' [UNDEF]'

2023-11-07 04:29:21 us=468000 topology =1

2023-11-07 04:29:21 us=468000 ifconfig_local = '[UNDEF]'
2023-11-07 04:29:21 us=468000 ifconfig_remote_netmask = '[UNDEF]'
2023-11-07 04:29:21 us=468000 ifconfig_noexec = DISABLED
2023-11-07 04:29:21 us=468000 ifconfig_nowarn = DISABLED
2023-11-07 04:29:21 us=468000 ifconfig_ipv6_local = '[UNDEF]'
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ifconfig_ipv6_netbits = 0
ifconfig_ipv6_remote = '[UNDEF]'
shaper = 0
mtu_test = 0
mlock = DISABLED
keepalive_ping = 0
keepalive_timeout = 0
inactivity_timeout = 0
session_timeout = 0
inactivity_minimum_bytes = 0
ping_send_timeout = 0
ping_rec_timeout = 0
ping_rec_timeout_action = 0
ping_timer_remote = DISABLED
remap_sigusrl = 0
persist_tun = ENABLED
persist_local_ip = DISABLED
persist_remote_ip = DISABLED
persist_key = ENABLED
passtos = DISABLED
resolve_retry_seconds = 1000000000
resolve_in_advance = DISABLED
username = ' [UNDEF]'
groupname = ' [UNDEF]'
chroot_dir = '[UNDEF]'
cd_dir = '[UNDEF]'
writepid = ' [UNDEF]'
up_script = '[UNDEF]'
down_script = '[UNDEF]'
down_pre = DISABLED
up_restart = DISABLED
up_delay = DISABLED
daemon = DISABLED
log = ENABLED
suppress_timestamps =
machine_readable_output =
nice = 0
verbosity = 5
mute = 0
status_file = '[UNDEF]'
status_file_version =1
status_file_update_freq = 60
occ = ENABLED
rcvbuf = 0
sndbuf = 0
sockflags = 0
fast_io = DISABLED
comp.alg = 2
comp.flags = 1
route_script = '[UNDEF]'
route_default_gateway =
route_default_metric = 0
route_noexec = DISABLED
route_delay = 5
route_delay_window = 30
route_delay_defined = ENABLED
route_nopull = DISABLED
route_gateway_via_dhcp = DISABLED
allow_pull_fgdn = DISABLED
Pull filters:

ignore "route-method"
management_addr = '127.0.0.1"
management_port '25340'"
management_user_pass = 'stdin'

DISABLED
DISABLED

' [UNDEF]"'
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management_log_history_cache =
management_echo_buffer_size =

management_client_user

management_client_group =

management_flags = 6

shared_secret_file =
key_direction =

ciphername
ncp_ciphers
authname =
engine
replay =
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250

100
' [UNDEF]'
' [UNDEF]"'
' [UNDEF]'
not set

'AES-128-CBC'
= 'AES-256-GCM:AES-128-GCM'

'SHAL'
= DISABLED
ENABLED
mute_replay_

warnings =

replay_window = 64

replay_time

packet_id_file =

test_crypto

tls_server =
= ENABLED
'ca.crt'

' [UNDEF]"'

' [UNDEF]"'
'client.crt'

' [UNDEF]'
'client.key'

tls_client
ca_file =
ca_path
dh_file
cert_file =

extra_certs_
priv_key_file =

pkcsl2_file

cryptoapi_cert =

cipher_1list

cipher_list_
tls_cert_profile =

tls_verify

tls_export_cert =
verify_ x509_
verify_ x509_
' [UNDEF]"'
ns_cert_type
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_
remote_cert_

crl _file =

ssl_flags =
tls_timeout

renegotiate_
renegotiate_
renegotiate_

= 15

= DISABLED
DISABLED

file =
= '[UNDEF]'

= '[UNDEF]'
tlsl3 =

' [UNDEF] "'

type = 0
name =

=0
kuli]
kuli]
kuli]
kuli]
kuli]
kuli]
kuli]
kuli]
kul[i] =
kuli]
kuli]
kuli]
kuli]
kuli]
kuli]
kuli]
eku =
192

= 2

bytes = -1
packets
seconds =

[eNeoNeoNoNoNoNoNoNoNoNoNoNoNoNoNoNo)

"

0

handshake_window = 60

transition_window =
single_session =
push_peer_info =
DISABLED

tls_crypt_v2_metadata =

tls_exit =

3600
DISABLED
DISABLED

DISABLED

' [UNDEF] "'

' [UNDEF] "'

' [UNDEF] "'
' [UNDEF] "'

' [UNDEF] "'

' [UNDEF] "'

NDEF] '

3600

' [UNDEF] "'
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2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_protected_authentication = DISABLED
2023-11-07 04:29:21 us=468000 pkcsll_private_mode 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_private_mode = 00000000

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_cert_private = DISABLED

2023-11-07 04:29:21 us=468000 pkcsll_pin_cache_period = -1

2023-11-07 04:29:21 us=468000 pkcsll_id = '[UNDEF]'

2023-11-07 04:29:21 us=468000 pkcsll_id_management = DISABLED

2023-11-07 04:29:21 us=468000 server_network = 0.0.0.0

2023-11-07 04:29:21 us=468000 server_netmask = 0.0.0.0

2023-11-07 04:29:21 us=468000 server_network_ipv6 :

2023-11-07 04:29:21 us=468000 server_netbits_ipvée = 0

2023-11-07 04:29:21 us=468000 server_bridge_ip = 0.0.0.0

2023-11-07 04:29:21 us=468000 server_bridge_netmask = 0.0.0.0

2023-11-07 04:29:21 us=468000 server_bridge_pool_start = 0.0.0.
2023-11-07 04:29:21 us=468000 server_bridge_pool_end 0.0.0.0
2023-11-07 04:29:21 us=468000 ifconfig_pool_defined ISABLED
2023-11-07 04:29:21 us=468000 ifconfig_pool_start = 0.0

2023-11-07 04:29:21 us=468000 ifconfig_pool_end = 0. .0

2023-11-07 04:29:21 us=468000 ifconfig_pool_netmask 0.0.0

2023-11-07 04:29:21 us=468000 ifconfig_pool_persist_ ename = ' [UNDEF]'
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MSVC [SSL
2023-11-07
executable
2023-11-07
2023-11-07
2023-11-07

[AF_INET]127.0.0.
2023-11-07 04:29:

waiting...
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Last modification: 2023-11-07 04:44:30
04:29:21 us=468000 ifconfig_pool_persist_refresh_freq = 600
04:29:21 us=468000 ifconfig_ipv6_pool_defined = DISABLED
04:29:21 us=468000 ifconfig_ipv6_pool_base =
04:29:21 us=468000 ifconfig_ipv6_pool_netbits = 0
04:29:21 us=468000 n_bcast_buf = 256
04:29:21 us=468000 tcp_qgqueue_limit = 64
04:29:21 us=468000 real_hash_size = 256
04:29:21 us=468000 virtual_hash_size = 256
04:29:21 us=468000 client_connect_script = '[UNDEF]'
04:29:21 us=468000 learn_address_script = '[UNDEF]'
04:29:21 us=468000 client_disconnect_script = '[UNDEF]'
04:29:21 us=468000 client_crresponse_script = '[UNDEF]'
04:29:21 us=468000 client_config_dir = '[UNDEF]'
04:29:21 us=468000 ccd_exclusive = DISABLED
04:29:21 us=468000 tmp_dir = 'C:\Users\SHOLMG~1\AppData\Local\Temp\"
04:29:21 us=468000 push_ifconfig_defined = DISABLED
04:29:21 us=468000 push_ifconfig_local = 0.0.0.0
04:29:21 us=468000 push_ifconfig_remote_netmask = 0.0.0.0
04:29:21 us=468000 push_ifconfig_ipvé6_defined = DISABLED
04:29:21 us=468000 push_ifconfig_ipv6_local = ::/0
04:29:21 us=468000 push_ifconfig_ipvé6_remote =
04:29:21 us=468000 enable_c2c = DISABLED
04:29:21 us=468000 duplicate_cn = DISABLED
04:29:21 us=468000 cf_max = 0
04:29:21 us=468000 cf_per = 0
04:29:21 us=468000 cf_initial_max = 100
04:29:21 us=468000 cf_initial_per = 10
04:29:21 us=468000 max_clients = 1024
04:29:21 us=468000 max_routes_per_client = 256
04:29:21 us=468000 auth_user_pass_verify_script = '[UNDEF]'
04:29:21 us=468000 auth_user_pass_verify_script_via_file = DISABLED
04:29:21 us=468000 auth_token_generate = DISABLED
04:29:21 us=468000 auth_token_lifetime = 0
04:29:21 us=468000 auth_token_secret_file = '[UNDEF]'
04:29:21 us=468000 vlan_tagging = DISABLED
04:29:21 us=468000 vlan_accept = all
04:29:21 us=468000 vlian_pvid =1
04:29:21 us=468000 client = ENABLED
04:29:21 us=468000 pull = ENABLED
04:29:21 us=468000 auth_user_pass_file = '[UNDEF]'
04:29:21 us=468000 show_net_up = DISABLED
04:29:21 us=468000 route_method = 3
04:29:21 us=468000 block_outside_dns = DISABLED
04:29:21 us=468000 ip_win32_defined = DISABLED
04:29:21 us=468000 ip_win32_type = 3
04:29:21 us=468000 dhcp_masqg_offset = 0
04:29:21 us=468000 dhcp_lease_time = 31536000
04:29:21 us=468000 tap_sleep = 0
04:29:21 us=468000 dhcp_options = 0x00000000
04:29:21 us=468000 dhcp_renew = DISABLED
04:29:21 us=468000 dhcp_pre_release = DISABLED
04:29:21 us=468000 domain = ' [UNDEF]'
04:29:21 us=468000 netbios_scope = '[UNDEF]'
04:29:21 us=468000 netbios_node_type = 0
04:29:21 us=468000 disable_nbt = DISABLED
04:29:21 us=468000 OpenVPN 2.6.6 [git:v2.6.6/c9540130121bfc21] Windows
(OpensSSL)] [LzO] [LzZ4] [PKCS1ll1l] [AEAD] [DCO] built on Aug 15 2023
04:29:21 us=468000 Windows version 10.0 (Windows 10 or greater), amd64
04:29:21 us=468000 library versions: OpenSSL 3.1.2 1 Aug 2023, LzZO 2.1
04:29:21 us=468000 DCO wversion: vO0
04:29:21 us=468000 MANAGEMENT: TCP Socket listening on
1:25340
21 us=468000 Need hold release from management interface,
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2023-11-07 04:29:21 us=968000 MANAGEMENT: Client connected from
[AF_INET]127.0.0.1:51913

2023-11-07 04:29:22 us=78000 MANAGEMENT: CMD 'state on'

2023-11-07 04:29:22 us=78000 MANAGEMENT: CMD 'log on all'

2023-11-07 04:29:22 us=234000 MANAGEMENT: CMD 'echo on all'

2023-11-07 04:29:22 us=234000 MANAGEMENT: CMD 'bytecount 5'

2023-11-07 04:29:22 us=234000 MANAGEMENT: CMD 'state'

2023-11-07 04:29:22 us=234000 MANAGEMENT: CMD 'hold off'

2023-11-07 04:29:22 us=234000 MANAGEMENT: CMD 'hold release'

2023-11-07 04:29:22 us=234000 WARNING: No server certificate verification method
has been enabled. See http://openvpn.net/howto.html#mitm for more info.
2023-11-07 04:29:22 us=250000 LZO compression initializing

2023-11-07 04:29:22 us=250000 Control Channel MTU parms [ mss_fix:0 max_frag:0
tun_mtu:1250 tun_max_mtu:0 headroom:126 payload:1600 tailroom:126 ET:0 ]
2023-11-07 04:29:22 us=250000 MANAGEMENT: >STATE:1699327762,RESOLVE, ,,,,,
2023-11-07 04:29:22 us=250000 Data Channel MTU parms [ mss_fix:0 max_frag:0
tun_mtu:1500 tun_max_mtu:1600 headroom:136 payload:1800 tailroom:568 ET:32 ]
2023-11-07 04:29:22 us=265000 TCP/UDP: Preserving recently used remote address:
[AF_INET]185.80.218.37:12974

2023-11-07 04:29:22 us=265000 Socket Buffers: R=[65536->65536] S=[65536->65536]
2023-11-07 04:29:22 us=265000 UDPv4 link local: (not bound)

2023-11-07 04:29:22 us=265000 UDPv4 link remote: [AF_INET]185.80.218.37:12974
2023-11-07 04:29:22 us=265000 MANAGEMENT: >STATE:1699327762,WAIT,,,,,,
WR2023-11-07 04:29:22 us=296000 MANAGEMENT: >STATE:1699327762,AUTH,,,,,,
2023-11-07 04:29:22 us=296000 TLS: Initial packet from
[AF_INET]185.80.218.37:12974, sid=3bec649d 695f0b7d

WRR2023-11-07 04:29:22 us=343000 TLS error: Unsupported protocol. This typically
indicates that client and server have no common TLS version enabled. This can be
caused by mismatched tls-version-min and tls-version-max options on client and
server. If your OpenVPN client is between v2.3.6 and v2.3.2 try adding tls-
version-min 1.0 to the client configuration to use TLS 1.0+ instead of TLS 1.0
only

2023-11-07 04:29:22 us=343000 OpenSSL: error:0A000102:SSL routines::unsupported
protocol:

2023-11-07 04:29:22 us=343000 TLS_ERROR: BIO read tls_read_plaintext error
2023-11-07 04:29:22 us=343000 TLS Error: TLS object -> incoming plaintext read
error

2023-11-07 04:29:22 us=343000 TLS Error: TLS handshake failed

2023-11-07 04:29:22 us=343000 TCP/UDP: Closing socket

2023-11-07 04:29:22 us=343000 SIGUSRl[soft,tls—error] received, process restartir
2023-11-07 04:29:22 us=343000 MANAGEMENT: >STATE:1699327762,RECONNECTING,tls—
€rroXy, ,,v v

2023-11-07 04:29:22 us=343000 Restart pause, 1 second(s)

2023-11-07 04:29:23 us=343000 WARNING: No server certificate verification method
has been enabled. See http://openvpn.net/howto.html#mitm for more info.
2023-11-07 04:29:23 us=343000 Re-using SSL/TLS context

2023-11-07 04:29:23 us=343000 LZO compression initializing

2023-11-07 04:29:23 us=343000 Control Channel MTU parms [ mss_fix:0 max_frag:0
tun_mtu:1250 tun_max_mtu:0 headroom:126 payload:1600 tailroom:126 ET:0 ]
2023-11-07 04:29:23 us=343000 MANAGEMENT: >STATE:1699327763,RESOLVE, ,,,,,
2023-11-07 04:29:23 us=343000 Data Channel MTU parms [ mss_fix:0 max_frag:0
tun_mtu:1500 tun_max_mtu:1600 headroom:136 payload:1800 tailroom:568 ET:32 ]
2023-11-07 04:29:23 us=343000 TCP/UDP: Preserving recently used remote address:
[AF_INET]185.80.218.37:12974

2023-11-07 04:29:23 us=343000 Socket Buffers: R=[65536->65536] S=[65536->65536]
2023-11-07 04:29:23 us=343000 UDPv4 link local: (not bound)

2023-11-07 04:29:23 us=343000 UDPv4 link remote: [AF_INET]185.80.218.37:12974
2023-11-07 04:29:23 us=343000 MANAGEMENT: >STATE:1699327763,WAIT,,,,,,
WR2023-11-07 04:29:23 us=359000 MANAGEMENT: >STATE:1699327763,AUTH,,,,,,
2023-11-07 04:29:23 us=359000 TLS: Initial packet from
[AF_INET]185.80.218.37:12974, sid=258abd84 2£f7cl1393

WRR2023-11-07 04:29:23 us=406000 TLS error: Unsupported protocol. This typically
indicates that client and server have no common TLS version enabled. This can be
caused by mismatched tls-version-min and tls-version-max options on client and
server. If your OpenVPN client is between v2.3.6 and v2.3.2 try adding tls-
version-min 1.0 to the client configuration to use TLS 1.0+ instead of TLS 1.0
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2023-11-07 04:29:23 us=406000 OpenSSL: error:0A000102:SSL routines::unsupported
protocol:

2023-11-07 04:29:23 us=406000 TLS_ERROR: BIO read tls_read_plaintext error
2023-11-07 04:29:23 us=406000 TLS Error: TLS object -> incoming plaintext read
error

2023-11-07 04:29:23 us=406000 TLS Error: TLS handshake failed

2023-11-07 04:29:23 us=406000 TCP/UDP: Closing socket

2023-11-07 04:29:23 us=406000 SIGUSRl[soft,tls—error] received, process restartir
2023-11-07 04:29:23 us=406000 MANAGEMENT: >STATE:1699327763,RECONNECTING,tls—
€rroXy,,,rv v

2023-11-07 04:29:23 us=406000 Restart pause, 1 second(s)

2023-11-07 04:29:24 us=406000 WARNING: No server certificate verification method
has been enabled. See http://openvpn.net/howto.html#mitm for more info.
2023-11-07 04:29:24 us=406000 Re-using SSL/TLS context

2023-11-07 04:29:24 us=406000 LZO compression initializing

2023-11-07 04:29:24 us=406000 Control Channel MTU parms [ mss_fix:0 max_frag:0
tun_mtu:1250 tun_max_mtu:0 headroom:126 payload:1600 tailroom:126 ET:0 ]
2023-11-07 04:29:24 us=406000 MANAGEMENT: >STATE:1699327764,RESOLVE, ,,,,,
2023-11-07 04:29:24 us=406000 Data Channel MTU parms [ mss_fix:0 max_frag:0
tun_mtu:1500 tun_max_mtu:1600 headroom:136 payload:1800 tailroom:568 ET:32 ]
2023-11-07 04:29:24 us=406000 TCP/UDP: Preserving recently used remote address:
[AF_INET]185.80.218.37:12974

2023-11-07 04:29:24 us=406000 Socket Buffers: R=[65536->65536] S=[65536->65536]
2023-11-07 04:29:24 us=406000 UDPv4 link local: (not bound)

2023-11-07 04:29:24 us=406000 UDPv4 link remote: [AF_INET]185.80.218.37:12974
2023-11-07 04:29:24 us=406000 MANAGEMENT: >STATE:1699327764,WAIT,,,,,,
WR2023-11-07 04:29:24 us=421000 MANAGEMENT: >STATE:1699327764,AUTH,,,,,,
2023-11-07 04:29:24 us=421000 TLS: Initial packet from
[AF_INET]185.80.218.37:12974, sid=9faee67a £1a90084

WRR2023-11-07 04:29:24 us=484000 TLS error: Unsupported protocol. This typically
indicates that client and server have no common TLS version enabled. This can be
caused by mismatched tls-version-min and tls-version-max options on client and
server. If your OpenVPN client is between v2.3.6 and v2.3.2 try adding tls-
version-min 1.0 to the client configuration to use TLS 1.0+ instead of TLS 1.0
only

2023-11-07 04:29:24 us=484000 OpenSSL: error:0A000102:SSL routines::unsupported
protocol:

2023-11-07 04:29:24 us=484000 TLS_ERROR: BIO read tls_read_plaintext error
2023-11-07 04:29:24 us=484000 TLS Error: TLS object -> incoming plaintext read
error

2023-11-07 04:29:24 us=484000 TLS Error: TLS handshake failed

2023-11-07 04:29:24 us=484000 TCP/UDP: Closing socket

2023-11-07 04:29:24 us=484000 SIGUSRl[soft,tls—error] received, process restartir
2023-11-07 04:29:24 us=484000 MANAGEMENT: >STATE:1699327764,RECONNECTING,tls—
€rroXy,,,v v

2023-11-07 04:29:24 us=484000 Restart pause, 1 second(s)

2023-11-07 04:29:25 us=484000 WARNING: No server certificate verification method
has been enabled. See http://openvpn.net/howto.html#mitm for more info.
2023-11-07 04:29:25 us=484000 Re-using SSL/TLS context

2023-11-07 04:29:25 us=484000 LZO compression initializing

2023-11-07 04:29:25 us=484000 Control Channel MTU parms [ mss_fix:0 max_frag:0
tun_mtu:1250 tun_max_mtu:0 headroom:126 payload:1600 tailroom:126 ET:0 ]
2023-11-07 04:29:25 us=484000 MANAGEMENT: >STATE:1699327765,RESOLVE, ,,,,,
2023-11-07 04:29:25 us=484000 Data Channel MTU parms [ mss_fix:0 max_frag:0
tun_mtu:1500 tun_max_mtu:1600 headroom:136 payload:1800 tailroom:568 ET:32 ]
2023-11-07 04:29:25 us=484000 TCP/UDP: Preserving recently used remote address:
[AF_INET]185.80.218.37:12974

2023-11-07 04:29:25 us=484000 Socket Buffers: R=[65536->65536] S=[65536->65536]
2023-11-07 04:29:25 us=484000 UDPv4 link local: (not bound)

2023-11-07 04:29:25 us=484000 UDPv4 link remote: [AF_INET]185.80.218.37:12974
2023-11-07 04:29:25 us=484000 MANAGEMENT: >STATE:1699327765,WAIT,,,,,,
WR2023-11-07 04:29:25 us=515000 MANAGEMENT: >STATE:1699327765,AUTH,,,,,,
2023-11-07 04:29:25 us=515000 TLS: Initial packet from
[AF_INET]185.80.218.37:12974, sid=9f2a85ca 794a3360
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WRR2023-11-07 04:29:25 us=562000 TLS error: Unsupported protocol. This typically
indicates that client and server have no common TLS version enabled. This can be
caused by mismatched tls-version-min and tls-version-max options on client and
server. If your OpenVPN client is between v2.3.6 and v2.3.2 try adding tls-
version-min 1.0 to the client configuration to use TLS 1.0+ instead of TLS 1.0
only

2023-11-07 04:29:25 us=562000 OpenSSL: error:0A000102:SSL routines::unsupported
protocol:

2023-11-07 04:29:25 us=562000 TLS_ERROR: BIO read tls_read_plaintext error
2023-11-07 04:29:25 us=562000 TLS Error: TLS object -> incoming plaintext read
error

2023-11-07 04:29:25 us=562000 TLS Error: TLS handshake failed

2023-11-07 04:29:25 us=562000 TCP/UDP: Closing socket

2023-11-07 04:29:25 us=562000 SIGUSRl[soft,tls—-error] received, process restartir
2023-11-07 04:29:25 us=562000 MANAGEMENT: >STATE:1699327765,RECONNECTING,tls—
€rroXy,,,rv v

2023-11-07 04:29:25 us=562000 Restart pause, 1 second(s)

2023-11-07 04:29:26 us=562000 WARNING: No server certificate verification method
has been enabled. See http://openvpn.net/howto.html#mitm for more info.
2023-11-07 04:29:26 us=562000 Re-using SSL/TLS context

2023-11-07 04:29:26 us=562000 LZO compression initializing

2023-11-07 04:29:26 us=562000 Control Channel MTU parms [ mss_fix:0 max_frag:0
tun_mtu:1250 tun_max_mtu:0 headroom:126 payload:1600 tailroom:126 ET:0 ]
2023-11-07 04:29:26 us=562000 MANAGEMENT: >STATE:1699327766,RESOLVE, ,,,,,
2023-11-07 04:29:26 us=562000 Data Channel MTU parms [ mss_fix:0 max_frag:0
tun_mtu:1500 tun_max_mtu:1600 headroom:136 payload:1800 tailroom:568 ET:32 ]
2023-11-07 04:29:26 us=562000 TCP/UDP: Preserving recently used remote address:
[AF_INET]185.80.218.37:12974

2023-11-07 04:29:26 us=562000 Socket Buffers: R=[65536->65536] S=[65536->65536]
2023-11-07 04:29:26 us=562000 UDPv4 link local: (not bound)

2023-11-07 04:29:26 us=562000 UDPv4 link remote: [AF_INET]185.80.218.37:12974
2023-11-07 04:29:26 us=562000 MANAGEMENT: >STATE:1699327766,WAIT,,,,,,
WR2023-11-07 04:29:26 us=578000 MANAGEMENT: >STATE:1699327766,AUTH,,,,,,
2023-11-07 04:29:26 us=578000 TLS: Initial packet from
[AF_INET]185.80.218.37:12974, sid=4762ac63 8647eell

WRR2023-11-07 04:29:26 us=625000 TLS error: Unsupported protocol. This typically
indicates that client and server have no common TLS version enabled. This can be
caused by mismatched tls-version-min and tls-version-max options on client and
server. If your OpenVPN client is between v2.3.6 and v2.3.2 try adding tls-
version-min 1.0 to the client configuration to use TLS 1.0+ instead of TLS 1.0
only

2023-11-07 04:29:26 us=625000 OpenSSL: error:0A000102:SSL routines::unsupported
protocol:

2023-11-07 04:29:26 us=625000 TLS_ERROR: BIO read tls_read_plaintext error
2023-11-07 04:29:26 us=625000 TLS Error: TLS object -> incoming plaintext read
error

2023-11-07 04:29:26 us=625000 TLS Error: TLS handshake failed

2023-11-07 04:29:26 us=625000 TCP/UDP: Closing socket

2023-11-07 04:29:26 us=625000 SIGUSRl[soft,tls—error] received, process restartir
2023-11-07 04:29:26 us=625000 MANAGEMENT: >STATE:1699327766, RECONNECTING,tls—
€rroXy,,,v v

2023-11-07 04:29:26 us=625000 Restart pause, 2 second(s)

2023-11-07 04:29:27 us=640000 SIGTERM[hard,init_instance] received, process
exiting

2023-11-07 04:29:27 us=640000 MANAGEMENT: >STATE:1699327767,EXITING, init_instance

rrrir
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