
This document highlights my testing of DNS traffic (tcp and udp port 53) for the R9000 router. 
 
The test and packet capture were performed on an Ubuntu 16.04LTS machine (bare metal) to 
ensure VMWare was not playing any part in this issue. This machine was connected to the 
R9000 via the 5GHz WiFi network (not guest). This machine had an IP address of 10.0.1.18. The 
router has an IP Address of 10.0.1.1. I currently have this router setup to utilize 10.0.1.0/24. 
 
Two tests were performed. The first was with the default DHCP settings provided by the R9000, 
which has a DNS server of 10.0.1.1 (the router address). The second was using Google's public 
DNS servers (8.8.8.8, 8.8.4.4). 
 
All tests were performed by running 'apt update' so that I could determine if the weird hangs I 
was seeing were DNS or something else. The packet captures in this document were taken after 
I isolated DNS as the issue. 
 
I have the raw captures (tcpdump) if anyone wishes to see them. The visualizations were 
acquired by loading the captures into Wireshark. 
 
Test 1: R9000 DNS 
 

 
 
The interesting thing to note here is that the response to DNS requests for invalid names is a 
garbage packet that not neither tcpdump -r nor Wireshark can make sense of. This return 
translates to FORMERR, which either the application (apt) or the OS handles by sleeping for 5 
seconds and trying again as this is not an expected error. 
 
Below, you can see the packet contents: 
 



 
 
Test 2: Google DNS 
 
In this test, you can see the invalid lookups return the expected NXDOMAIN  (no such SRV) and 
everything flows as expected with no sleeps/retries. 
 

 
 
Conclusion: 
 
The R9000 is sending back invalid packets for domain lookup failures that are due to 
NXDOMAIN and not some other error. 
 
An easier test (and further proof): 
 
This investigation led me to see what happens in these two cases with just nslookup. The 
following are executed on MacOS 10.13.3 running on bare metal. 
 
In this first test, we use the R9000 for DNS: 
 
$ nslookup isaki.netgear.test 
Server:  10.0.1.1 
Address: 10.0.1.1#53 
 
** server can't find isaki.netgear.test: FORMERR 
 



In this test, we use Google DNS: 
 
$ nslookup isaki.netgear.test 
Server:  8.8.8.8 
Address: 8.8.8.8#53 
 
** server can't find isaki.netgear.test: NXDOMAIN 
 
Note that Google correctly returns NXDOMAIN but my R9000 sends something nslookup 
doesn't understand. 
 
 


