[admin login] from source 192.168.1.5, Saturday, July 14, 2018 17:46:09

[UPnP set event: add nat rule] from source 192.168.1.5, Saturday, July 14, 2018 17:42:16
[DoS Attack: ACK Scan] from source: 140.82.9.112, port 443, Saturday, July 14, 2018 17:39:47
[DoS Attack: ACK Scan] from source: 45.63.5.7, port 443, Saturday, July 14, 2018 17:39:42
[DoS Attack: ACK Scan] from source: 45.63.5.7, port 443, Saturday, July 14, 2018 17:38:33
[DoS Attack: ACK Scan] from source: 140.82.9.112, port 443, Saturday, July 14, 2018 17:37:47
[DoS Attack: ACK Scan] from source: 45.63.5.7, port 443, Saturday, July 14, 2018 17:37:41
[DoS Attack: ACK Scan] from source: 140.82.9.112, port 443, Saturday, July 14, 2018 17:37:35
[DoS Attack: ACK Scan] from source: 45.63.5.7, port 443, Saturday, July 14, 2018 17:36:33
[DoS Attack: ACK Scan] from source: 140.82.9.112, port 443, Saturday, July 14, 2018 17:36:32
[DoS Attack: ACK Scan] from source: 45.63.5.7, port 443, Saturday, July 14, 2018 17:36:29
[DoS Attack: ACK Scan] from source: 140.82.9.112, port 443, Saturday, July 14, 2018 17:35:54
[DoS Attack: ACK Scan] from source: 45.63.5.7, port 443, Saturday, July 14, 2018 17:35:53
[DoS Attack: ACK Scan] from source: 140.82.9.112, port 443, Saturday, July 14, 2018 17:35:50
[DoS Attack: ACK Scan] from source: 45.63.5.7, port 443, Saturday, July 14, 2018 17:35:46
[DoS Attack: ACK Scan] from source: 140.82.9.112, port 443, Saturday, July 14, 2018 17:35:34
[DoS Attack: ACK Scan] from source: 45.63.5.7, port 443, Saturday, July 14, 2018 17:35:26
[DoS Attack: ACK Scan] from source: 45.63.5.7, port 443, Saturday, July 14, 2018 17:34:52
[DoS Attack: ACK Scan] from source: 140.82.9.112, port 443, Saturday, July 14, 2018 17:34:34
[DoS Attack: ACK Scan] from source: 45.63.5.7, port 443, Saturday, July 14, 2018 17:34:33
[DoS Attack: ACK Scan] from source: 140.82.9.112, port 443, Saturday, July 14, 2018 17:34:23
[DoS Attack: ACK Scan] from source: 45.63.5.7, port 443, Saturday, July 14, 2018 17:33:57
[DoS Attack: ACK Scan] from source: 140.82.9.112, port 443, Saturday, July 14, 2018 17:33:47
[DoS Attack: ACK Scan] from source: 140.82.9.112, port 443, Saturday, July 14, 2018 17:33:30
[DoS Attack: ACK Scan] from source: 40.100.144.149, port 63970, Saturday, July 14, 2018
17:09:25

[UPnP set event: del nat rule] from source 192.168.1.5, Saturday, July 14, 2018 16:50:06
[DHCP IP: 192.168.1.8] to MAC address c0:b6:58:db:40:fe, Saturday, July 14, 2018 16:46:50
[DoS Attack: RST Scan] from source: 5.190.150.162, port 63009, Saturday, July 14, 2018 16:36:27
[DHCP IP: 192.168.1.7] to MAC address e4:ce:8f:53:0b:13, Saturday, July 14, 2018 16:32:11
[DHCP IP: 192.168.1.11] to MAC address 90:b0:ed:47:ba: 71, Saturday, July 14, 2018 16:17:25
[DHCP IP: 192.168.1.11] to MAC address 90:b0:ed:47:ba:7f, Saturday, July 14, 2018 16:15:59
[DHCP IP: 192.168.1.3] to MAC address 7¢:50:49:6b:94:4f, Saturday, July 14, 2018 16:13:55
[DHCP IP: 192.168.1.3] to MAC address 7¢:50:49:6b:94:4f, Saturday, July 14, 2018 16:13:54
[Time synchronized with NTP server] Saturday, July 14, 2018 15:50:08

[DHCP IP: 192.168.1.6] to MAC address 50:32:37:ad:36:1d, Saturday, July 14, 2018 14:54:43
[DoS Attack: TCP/UDP Chargen] from source: 184.105.139.121, port 7142, Saturday, July 14,
2018 14:47:40

[DHCP IP: 192.168.1.7] to MAC address e4:ce:8f:53:0b:13, Saturday, July 14, 2018 14:31:21
[DHCP IP: 192.168.1.11] to MAC address 90:b0:ed:47:ba:7f, Saturday, July 14, 2018 14:06:34
[DHCP IP: 192.168.1.11] to MAC address 90:b0:ed:47:ba:7f, Saturday, July 14, 2018 14:04:50
[DHCP IP: 192.168.1.3] to MAC address 7¢:50:49:6b:94:4f, Saturday, July 14, 2018 14:04:32
[DHCP IP: 192.168.1.2] to MAC address cc:40:d0:58:9b:06, Saturday, July 14, 2018 13:42:54
[DHCP IP: 192.168.1.4] to MAC address e4:ce:8f:30:d1:50, Saturday, July 14, 2018 13:42:41
[DHCP IP: 192.168.1.5] to MAC address 10:dd:b1:a4:ae:de, Saturday, July 14, 2018 13:42:19



